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ABSTRACT

Today the use of digital IEDs for fault recording, protection and control (and the exchange of critical
data between them) using the IEC 61850 protocol is gaining acceptance for new applications. In the
past, the use of GOOSE messages for substation automation limited to tripping schemes, triggering
disturbance recorders and providing position indication for interlocking.

It is known that disturbance fault recorders (DFRs) can provide crucial power system status
information, including fault records, swing records, event capture, and switchgear status. In modern
power substations that have been integrated using the IEC61850 standard, protective devices publish
tripping events to the LAN; DFRs can subscribe to those messages or commands to trigger the
appropriate channels (to save the information needed for future extended evaluation). In other words,
relays and recorders should continuously communicate, using GOOSE messages to track power
system behavior during both fault and normal conditions.

This paper explains interoperability principles and discusses the benefits of IEC 61850 applications
with DFRs. It describes real time simulations that use a relay testing equipment to generate GOOSE
messages associated to the protection functions of a multifunction line protection relay. Protective
devices trigger the DFRs, capturing the records for post-event analysis of the overall system.
Interoperability was confirmed using at least two different relay vendors.
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1 INTRODUCTION

In substation automation systems, the global IEC 61850 standard protocol aims to enable
interoperability between IDs inside the substation. This paper describes the application and full
potential of well-known GOOSE messages (generated by multi-function relays and captured by the
digital fault recorder). Protection engineers can use these features, available today in some DFRs; this
paper uses 2 vendor IEDs to confirm interoperability, which should be valid for any IED vendor that
complies with IEC 61850-8-1.

We present the results of some real tests, using some vendors’ configuration tools in order to prove the
testing.

Interoperability is the capability of two or more IEDs from one or several vendors to exchange
information and to use this information to fulfill a function (in this case trigger records onto the DFR).

Interoperability is the focus and ultimate goal of IEC 61850.
1.1 Definitions and Acronyms

The following terms are used in this paper:

IEC 61850: communication protocol standard.

GOOSE: Generic Object Oriented Substation Event message. Message which provides a fast and
reliable mechanism of transferring event data over entire substation networks

CID: Configured IDE Description. A CID File is a SCD file, possibly stripped down to what the
concerned IED shall know (restricted view of source IEDs). The use of the CID file depends on the
implementation of IEC 61850 in the IED. One option is to directly download the file in the device.
Another is to convert it to a proprietary file format that is then downloaded in the IED.

IED: Intelligent Electronic Device. Essentially any physical device which collects information and
transmits it digitally.

LAN: Local Area Network.
2 WHATIS IEC 61850?

IEC 61850 is a 14-part international standard, which defines a communication architecture for
substations. It is more than just a protocol and provides:

standardized models for IEDs and other equipment within the substation
standardized communication services (the method used to access and exchange data)
standardized formats for configuration files

peer-to-peer (e.g. relay to recorder) communication

The standard includes mapping of data onto Ethernet. Using Ethernet in the substation offers many
advantages, including:

¢ high-speed data rates (currently 100Mbits/s, rather than 10’s of kilobits/s or less used by most
serial protocols)
e multiple masters (called “clients”)
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e FEthernet is an open standard in everyday use

3 INTEROPERABILITY

A major benefit of IEC 61850 is interoperability. IEC 61850 standardizes the data model of substation
IEDs, in order to improve integration between different vendors’ products, i.e. interoperability. The
protocol ensures that data is accessed in the same manner in different IEDs (Figure 1), even though,
for example, the protection algorithms of different vendors’ relay types remain different.

The IEC 61850 compliant devices described are not interchangeable; one cannot replace one product
with another. However, the terminology is predefined so that anyone with knowledge of IEC 61850
can quickly integrate a new device without mapping all of the new data. IEC 61850 improves
substation communications and interoperability, at a lower cost to the end user.

100 Mbit/s redundant switched Ethernetring

T T =+ "

GOOSE messages

Hdmn

Figure 1 Interoperability between multiple venders

Interoperability is the focus and ultimate goal of IEC 61850. The standard includes Part 10
Conformance Test as an integral part of the standard to verify the communications interfaces.

4 IEC 61850 GOOSE MESSAGING
4.1 Description

Generic Object Oriented Substation Event

e GOOSE is a mechanism for the fast transmission of substation events messages, such as
commands, alarms, and indications.

e JEC 61850 supports interoperability based on inter-relay and recorder communication.
A single GOOSE message sent by and IED can be received and used by several receivers.

e GOOSE takes advantages of the powerful Ethernet (LAN/WAN) and supports real time
behavior.

4.2 Logical Nodes

The IEC-61850-7-4 protocol defines 91 logical nodes, divided into 13 logical groups. The first letter of
the logical node identifies its group (Figure 2).
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Logical Group Name Number of Logical Nodes
System LN 2
Protection 28 |
Protection related 10
Control

Generic

Interfacing and archiving
Automatic control

Metering and measurement
Sensor and monitoring
Switchgear

Instrument transformers

Power transformers

Further power system equipment

N<—aIxX0n=2>r—00D0r
AN SR B WO

—y

Figure 2 Logical nodes Opplied in substation automation
4.3 The P-group, with Protection Logical Nodes
The following table shows some Logical Nodes more frequently applied (Figure 3):

Table 1 Table of Logical Noes

Functionality IEEE Defined in Modeled in
C.37.2 IEC-61850-5 | IEC-61850-7-4
Reference
Distance 21 PDIS PDIS
PSCH
Instantaneous 50 PIOC PIOC
Overcurrent
AC Time 51 PTOC PTOC
Overcurrent
Directional 67N PDEF PTOC
Earth Fault
Frequency 81 PFRQ PTOF
PTUF
PFRC
Out-of-step 78 PPAM PPAM
Differential 87 PDIF PDIF
Overvoltage 59 PTOV PTOV
Undervoltage 27 PTUV PTUV

S IEC 61850 GOOSE PRINCIPLE

One device X (publisher or sender) sends the information; only device Y or Z (subscriber or receiver)
is receiving it, as Figure 4 shows.

A fault can be simulated via a test set to activate protection. In order to simulate a fault via a test set,
activate the overcurrent and distance protection functions from a multifunction relay. Based on
settings, that relay will generate the corresponding GOOSE messages to perform operation commands
for tripping, annunciation, and disturbance recording triggering (Figure 4).
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Figure 3 GOOSE on the LAN
6 CASE STUDY
Our case study uses three different vendors’ IEDs (ABB, ERL and ISA), as shown in the system
diagram below (Figure 5). Both distance relays are getting AC analog values for simulation, causing

the operation of the relays acting as line protection system. Two scenarios of faults were tested to
activate the overcurrent functions (50/51) and distance functions (21).

—= o
¢ F1 W

81+6v

—— Ethernetlink
e Analog signals

Figure 4 Test Connection Diagram
7 1IEC GOOSE MAPPING

In order to do the map, we need IEDs for publication and subscription; the following table shows an
IEC 61850 configuration tool to achieve adequate mapping of ID publication and subscription. There
are several trigger options by distance relays associated to transmission lines, and have chosen the
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Overcurrent (PTOC) and Distance (PDIS) protection functions for mapping. The DFR is acting as
subscriber, so it can trigger the records while the messages exist (Figure 6).

ERL IED Configuration Tool 9]=)E3]

Fle Edit Settings  Help
EI I [ +] Q
i Mew Open Save Save As | Import IED | View GOOSE Mapping | Help
Project Editor Properties | GOOSE Config | Startlp | GOOSE Addressing
= New Project Lacal GOOSE Library GOOSE Publication GOOSE Subscription-Mapping
‘t Local TEDs n
4 LPRO.E -0 LPRO_E1 Protection.PDIS_| & RELE70.LD0.GOOSE atb 4| Sypecriber | TESLA 80 9 [=r 3
TESLA, £ 05 PDIS_Data GOOSE
Remote Py LPRO_61.Pratection.RSYR_ El-00 ZMOQPDIS1$ETO) virtual ... Mapped Data A~
- RELETOD LPRO_B1.Protection. Othert & LPRO_81, Protection.PDI3 TrigoL RELE70,LD0.GO0SE_ach|GOOSE|ZMQPOIS LESTHOP general
LPRO_81.Pratection.PIOC_ PDIS_Data Trig2 LPRO_81 . Pratection.PDIS_Data_GOOSE|PDIS_Data\PDIS1S. .,
LPRO_B1.5ystem.Prologic E-00 PDIS1§5THSt Trign3 LPRO_81 Protection. PIOC_PTOC_GOOSEYPIOC_PTOC Data. ..
LPRO_81.5ystem. GroupLoc -wb general Trigl4 LPRO_81.Pratection.PDIS_Data GOOSEIPDIS DatalPDIS1S. ..
LPRO_E1.System. Externall PDIS1$5T$0p Trigas LPRO_81 Protection.PDIS_Data_GOOSEVPDIS DatalPDISZS. .
Livoo1 ssiem Qi s Tl LDRG oL mesecton PoIs bata GOOSCIPDTS barelpDISS
LPRO_B1.Records.Records PDISZ$5T40p rig _1 Pretection.PDIS_Data_ Data
5 Trigha LPRO_81 Protection.PDIS_Dats_GOOSEVDIS DatalPDISH. .
LPRO_B1.VirtualElements. v = PDIS3$5TSSt Trigdd _61 Protection.PDIS_Data_ IFDIS_Data|PDIS3. . o
TESLA_B0. Triggers, GOOSE, -0 PDIS34ST$OR £ 2
TFSI A AN Trinners, GOOSF 1PRA 81 Brateckion BT
IED Palette Dubput
jIP le j.# i‘,p &= ( @ wformation | [E3 Error -
ERLPhaseB... ERLPhaseL.. ERLPhaseT... ERLPhaseT... 7YEEIl¥4.6  AAlscd Time: Stamp Message ~
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Figure 5 GOOSE mapping of the system

8 INTEROPERABILITY TESTING
8.1 Vendor 1: Distance Relay
8.1.1 Trigger by Distance Protection

This scenario uses several testing points (Figure 7) to activate distance protection function (PDIS),

with

a Quadrilateral type phase-to-phase shape and testing several points of zones 1 and 2. After

activation, the relay sends a GOOSE message to the recorder, which will be used to capture a transient

or swing record.

lletworld Test selection Test 1 Results]
Fault  Fault impedance

| Test sequance Fault | 2] 3200s00 @] 150063°
| |Pref - Fault - Pref -~ L23. Af R'_—-zggmg x,_16.546Q

Test type| - NONE -

X
Phase-to-phase

- Timer and input contacts — | . -
| Tprefaut  Tmax T Hold e |
| 1 022 | b j 010" | gyerreach Settings—
Set Digital Inputs 1 IECE1850 | | [pisabled % 20
| FL-n T |
38.000 v 000 ° [R= 2981 X = 16.546
| 37167v | 218720 10

| 37.167 V
| 0.000 A
| 2.500 A
| 2.500 A

141280 |||~
n.00° |
119.03° |
299.03° | 0

Figure 6 Testing points of distance protection function.

i nwe |Feut] z Jenzos| T [ Er [ zone [ passiail] 1]

| ccach  L23 19891 0 04247 0.409 2 pess

5 | Sesrch 123 10708 15 00245 01010Am 1 | Pass 0
6 | Search 123 214 15 04273 0220mm 2 | Pass »
7| sesrch l23 7172 | 30 00261 0180Mm 1 | Pass

8 | Sesrch 123 2333 | 30 04277 0270hm 2 | Pass

95 | Sesrch 123 @185 | 45 00261 00260Mm 1 | Pass

0% | Search  L23 | 1637 45 04261 00640hm 2 | Pass
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8.1.2 Trigger by Overcurrent Protection

For this scenario, we have caused the activation of the overcurrent function by testing the time inverse
O/C function (PTOC), and sending a GOOSE message to the recorder that will be used to capture the
fault record (Figure 8).

& Automatic test I-T T
" Search Drop-out current Cl w|[NO v|l1 |C1 ~w||NO v |L12|

Cl ~||NO ~|l2 |C1 _x||NO_~|L23

Selec

op

Lk Step nrsteps | | e ~|[no ~[i3 [cr +][no ~]i31
2 ¥ 8 B ct v [no ] 1123 (ps)
125 [75 05 I o ][ =]
" Phase test selection ¢t ~|[vo~] 123 zero §)

C 1112 C 123 (pos) C NEUTR () | [o ] [0+ LNEUT (1)

12 & 123 " 1123 (neg) " LSENS (I5)
€1 ~||NO_x| LSENS (I5
137 131 ¢ 1123 (zero) =

[Ere— [C1+C2] =Dry  [C3+C4] =Dry

C5+C6] =Dry  [C7+CB] = Dry
Tprels]| 0.0 T max[s] 35.418 |
[C9+C10] = Dry  [C11+C12] = Dry

NR | Twpe [ 1Al | iRl [ TIs] | Tnomps) | EmT =l
& | shot 12 & 02919 03070046 001515
5 | Shot 55 03071 03229400484 001565

11
6* Shot 10 5 0.3501 0.342410.0514 0.0077 s

= Shot 9 45 0.3693 0.3667 +0.055 0.0026 5
8 Shot 8 4 03889 0398400598 00095s
9 Shot 7 35 04499 0441400662 00085s
10* Shot 6 3 04795 05042300756 @ 00247 s
11 Shot 5 25 05617  0.6056 30.0908 | 0.0439 s
12* Shot 4 2 0.8011 0.8023 #0.1203 | 0.0012s
13~ Shot 3 15 1.2965 1.376 +0.206 0 07951,2‘
Lol | 5 ﬂj - tsur;:;-z&?z, L23, 131 and L123 all ﬂﬂ

Figure 7 Testing points of overcurrent protection function

8.2 Vendor 2: Distance Relay
8.2.1 Trigger by Distance Protection

For this scenario we have caused the activation of the distance protection function again
(PDIS), with a Mho type phase-to-phase shape testing several point of zones 1, 2 and 3
(Figure 9). GOOSE messages were sent to the recorder that will be used to capture the
corresponding records.

Fault Fault impedance

Test sequence Fault z| 662800 | 173054°
|Pref - Fault - Pref  ~|[23  ~] R Sarn x| ooia 125
Timer and input contacts .

T prefault T max T Hold Insertin the test list

Phase-to-phase

o]

| 00" | 3.0” ‘ 0.00" | gverreach Settings
Set Digital Inputs | IECE1850 ‘ Disabled &

®L-N {
34.515V 178.29 °

0.000 A 0.00° .
2500 A 90.00 ©
* 13 2.500 A 270.00 ©
—
N Type | Fauvit ‘ 7 | BhZ(%) ‘ T | Err ‘ Zone ‘ Pass/Fail ‘ -
it Search | L23 0.847 0 0.0158  0.436 Chm 1 Pass
2= Search | L23 1.266 o 04199 0612 Ohm 2 Pass
b Search L23 2996 0 1.0173  1.542 Ohm 3 Pass
4= Search | L23 2369 20 0.0141 0374 Chm 1 Pass
L Search L23 3.696 20 0.4223 ' 0.526 Ohm 2 Pass
6* Search L23 6.246 20 1.0168  1.08 Ohm ) Pass
7 Search | L23 3614 40 0.0169 0276 Chm 1 Pass R
& Search L23 5742 40 04147 0.439 Chm 2 Pass 7.5
Ll Search | L23 8.337 40 1.0157  0.817 Ohm 3 Fail |

Figure 8 Testing points of distance protection function
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8.3 Publishing GOOSE Messages by Relays

Using an IEC 61850 network exploring tool, one can see the published GOOSE messages by
the relays (Figure 10). Messages published by the relays can be seen identified as PDIS and
PTOC.

| File

Exploring Goose | Virtual Contacts! Goose Publishing I ¥ Show Log of Activity

—Exploring Options

- Filter:
 Explore at START Reset Goose Queue =
n
Exploring Timei 30 s

Order Goose List by iNumber _vj
# |Src Mac Address |Dest Mac Address ‘Goose D Data set Reference Event Timestamp _‘J
|4 00:21:A5:01:04:FB,  01:0C:CD:01:00:01 PIOC_PTOC_DataAp| LPRO_81Protection/LLNO$SPIOC_PTOC Data 2012-03-19 08:03:14,662
] 00:21:A5:01:04:FB,  01:0C:CD:01:00:01 PDIS_GOOSEAppID LPRO_81Protection/LLNOSPDIS_Data 2012-03-19 07:38:45,486
6] 00:21:A5:01:04:FB|  01:0C:CD:01:00:01 PIOC_FTOC_DataAp| LPRO_81Protection/LLNO$PIOC_PTOC_Data 2012-03-19 08:03:14,662
7 00:21:A5:01:04:FB  01:0C:CD:01:00:01 PDIS_GOOSEAppID LPRO_81Protection/LLNOSPDIS Data 2012-03-19 07:38:45,486
8 00:21:A5:01:04:FB  01:0C:CD:01:00:01 PIOC_FTOC_DataAp| LPRO_81Protection/LLNO$PIOC_PTOC_Data 2012-03-19 08:03:14,662

9 00:21:A5:01:04:FB|  01:0C:CD:01:00:01 PDIS_GOOSEAppID LPRO_81Protection/LLNO$PDIS_Data 2012-03-19 07:38145,4%:{
K| 2

ﬁ
Figure 9 GOOSE Exploring Tool

8.4 Vendor 3: Recorder

The subscriber IDE, in this case the recorder, will receive the GOOSE commands from local

or remote [EDs as mapped, enabling the record trigger functionality. Figure 11 shows the list
of events from the recorder as a result of the testing points.

y TESLA Control Panel - [Events]
File Edit Yiew Help

Line |Time |Event lﬁ
77 2012Marl1a 19:30:18 000 GOOSE SV record: Triggerl
78 2012Marl1d 19:30:16 . 000 GOOSE SV record: Triggerl
79 2012Marl19 19:30:15. 000 GOOSE SV record: Triggerl
ao 2012HMarly 19:30:14. 000 GO0OSE SV record: Triggerl
a1 2012HMarly 19:30:12. 000 GO0SE SV record: Triggerl
az 2012Marl® 19:30:11.000 GOOSE SV record: Triggerl
a3 2012Marl® 19:30:10.000 GOOSE SV record: Triggerl
a4 2012Marls 19:30:08.000 GOOSE SV record: Triggerl
as 2012Marls 19:30:07.000 GOOSE SV record: Triggerl
a5 2012Marls 19:30:06.000 GOOSE SV record:Triggerl
a7 2012Marls 19:30:04.000 GOOSE SV record: Triggerl
a8 2012Marls 12:23:30.000 GOOSE SV record: Trigger?
a9 2012Marls 12:23:30.000 GOOSE SV record: Trigger?
a0 2012Marls 12:23:28 000 GOOSE SV record: Trigger?
a1 2012Marls 12:23:27 . 000 GOOSE SV record: Trigger?
92 2012Marls 12:23:27 . 000 GOOSE SV record: Trigger?
93 2012Harls 12:23:22.000 GO0SE SV record: Trigger?
94 2012Marls 12:23:21.000 GOOSE SV record: Trigger?
a5 2012Marls 12:23:20.000 GOOSE O ---cord: Trigger?
95 2012Marls 12:23:19.000 GOOSE —ord: Trigger?
a7 2012Marls 12:23:19.000 GOOSE —ord: Trigger B

Eraze ‘ Refresh J Frint Tnggered by Cloge

m Events ] GOOSE

TESLA Control Panel w13 Current IED: TESLA Demo [ Getting Events

Figure 10 List of events and records generated by GOOSE
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9 FAULT RECORDS CAPTURED BY THE RECORDER

Several records were captured by the recorder as a result of the simulation, a sample of which can bee
seen in (Figure 12). This demonstrates that DFRs can be triggered by means of GOOSE messages
published by protection devices.

[n RecordGraph
File Wiew Graph Measure Scale Options Help
= Z|| |<oefauit= =l E j J || B ] ﬁ

glalwle| B tla] af nf +\| wlm| || E

=-£7 2011-12-23-00.34_30.000F1_tr -l

2011-12-23-00.34.30.000F1 4Ir : 2011-12-23 00:34:30 .000 -- GOQSE 3V record: Trigger1

=1 High Speed Channels
= 100 S
Analog TESTING-LA.Ja Fasz-a
A, TESTINGLAlaFases Furnas
7y TESTINGALA I Faseb 2011 Decra3 1 54:30 000000
/\, TESTINGLA I Fasec Rio

A, Linea Va 750kY

A, Linea1 Vb, 750Ky

/\/ Linea1 Vi F50kY

/\, Analog Input? .
urnas

% 2::23::5::2 2011/Deci23 00,34:30.000000
Rio

/\, Analog Input10

/\/ Analog |nput1l b

A, Analog Input!2

/\, Analog Input13

Record Triggered
by GOOSE

TESTING-LA b Fase-h

TESTING-LA e Fase-c

/\, Analog Input14 Furnas

/\/ Analog Inputl & 2011/Deci23 00:34:30.000000

/\, Analog Input16 Rio X
/\, Analog |nputl7 Seconds

M, Analog Input!s
A, Analog Input1g i

A, Analog Input20 "\ Timeline
FY . 27

el L 71

Scale: Primary

Figure 11Fault records generated by GOOSE coming from the relays
10 CONCLUSIONS

Disturbance fault recorders (DFRs) having larger storage capabilities as compared with protective
relas, are used to collect crucial power system information, including longer fault records, swing
records, and larger number of sequence of event records. This paper has demonstrated that DFRs can
now be utilized to interoperate with relays in a [EC 61850 environment and be triggered by relays with
the use of GOOSE messages.

Traditionally GOOSE messages were used in substation automation between protective relays for interlocking,
blocking, to achieve relay coordination, load shedding, etc. Today we can comfortably add the function of
triggering a digital fault recorder.
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