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Universal Computing System

“A Black Box”

For the future Protection and Automation Solution
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Abstract

With the increased deployment of IEC
61850 Communication Interface Standard at both
station level and Process level, the way we design
our Protection and Automation Products needs
to be relooked. In this paper an attempt is made
by the authors in conceiving a Universal
Computing Platform and how the same can
become a future black Box in the Power

Protection and Automation Industry. It is
important that we have a common platform for
entire Power Protection and Automation Solution
needs that shall meet all the current and future
requirements .This Paper describe the various
design criteria to be looked into from a “Power
and Information” engineer angle (Hardware and
Software) to develop a future proof product as

per the growing market needs.

A key driving force behind the need for

the Universal Computing System (UCS) s

implementation cost and the latest technology.

By having a platform that is open enough to keep
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pace with today’s technology and maintains the
modularity and flexibility to allow for future
upgrades, utilities can not only preserve their
initial  technology investment, they can
substantially reduce long-term implementation
costs in the substation environment. No more
stranded investments. Although listing the
attributes of a UCS in theoretical terms is a
relatively easy task, for developers the challenge
has been in defining the necessary logistical
requirements for the ideal UCS. What building
blocks are needed to make it as open as possible
given today’s advancements in technology? How
do you design a system with the flexibility to
cover every foreseeable protection and
automation application - today and in the future?
As daunting a proposal as this may seem, one
need to only look at the evolution of PC
technology to see how this can be achieved. In
just a few short years, the PC has become the
general purpose or ‘universal’ tool and
indispensable engine of the information age. It is

worthwhile to note the key concepts which have
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made the PC a general purpose tool - i.e. a Communication Cards

common hardware and software platform, a Integrated GPS Receiver

scalable, modular and upgradable architecture, Rugged Power Supply
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and a common human-machine interface (HMI) - High Speed Ethernet Backplane.

are also the key requirements for a UCS.
Key Software Components

Openness

With the advancement in the Information
Technology and the Communication Architecture
Models it has been possible for different
Networking Vendors to seamlessly integrate the
system of multiple platforms for proper
coordination and working. This is especially true
in the utility industry, where organizations have
been grappling with a range of proprietary
hardware and software products that can be
neither integrated nor upgraded at a reasonable

cost and/or effort. Special communications

1. Station Layer

A. SCADA Protocol Drivers Viz. IEC 61850

Server, IEC 60870-5-101 Slave, IEC
60870-5-104 Slave, DNP 3.0 Serial and
TCPIP Slave, ICCP Tase 2.0, IEEE
C37.118, Network Timing Protocols for

Local RTC synchronization.

. Configuration Management.

. Enterprise Applications viz. Integrated

Web based HMI, CIM etc

2. Middleware Application

interfaces or gateways must be used to connect A. Hardened embedded SQL Database
any new equipment to an existing data network if B. Protection and IEC 6113-3 Compliant
a utility wants to expand beyond its proprietary PLC Engine
equipment. The effort to achieve a common C. Self diagnostic engine.
protocol that provides high-speed peer-to-peer D. Highly effective and reliable data
communications as well as device interoperability handling Mechanism for dynamically
for substation protection and automation is being expanding storage requirements.
driven IEC, IEEE committees, Utilities as well as
the Manufacturers. 3. Bay Level Process and Communication
Layer
Key Hardware Components
A. Highly efficient Station level backup
1. High Processing  and Computing Protection Algorithms.
Processor B. Networking Applications Viz. Latest and

2. Integrated Ethernet Switch

Legacy Timing Protocols, IEEE 802.X



Series based networking Applications,
SNMP etc

C. |ED Communication Protocols Viz. IEC
61850 Client, IEC 60870-5-103 Master,
DNP 3.0 Serial and TCPIP Master, IEC
C37.118 Modbus Serial and TCPIP

Master.

Proposed Hardware Architecture

With the merger of Microprocessor (Multi-Core)

and DSP technology into a Single Chip Solution

we can run both Protection Algorithms and
Automation functions on a Single Multi-Core
Processor technology. High Speed Ethernet
backplane based architecture will allow utilizing
the modern technological advantages. Integrated
Switch and GPS receiver and Communication
interface cards in a single system will help in
networking of the existing / Future IED to UCS.
Use of Ethernet backplane will eliminate the

distance and Speed constraints on the device.

High Speed (1 Gbps) Ethernet Bus Backplane

(_______ Modular Hardware Architecture )




Figure:— 2 Software Architecture
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Proposed Software Architecture

It is based on the existing standards (Protection

and Automation) that are available for

implementation. The intent is that the substation

IED will be compliant to UCA (Utility

Communication Architecture) in order to

eliminate converters and allow maximum

interconnectivity among devices at minimum
cost. The development and increasing application
of the proposed solution has the potential for
costs for

saving development utility and

manufacturers by using protection and

automation function libraries into a single

hardware. With integrate switch technologies it

can eliminate the wiring and additional

networking equipments in the network.

Modularity

On the hardware side, modularity is achieved
through a plug-in card system similar to that
found in programmable logic controllers (PLCs) as
well as PCs. A key element in the successful
performance of such a system is the high speed (1
Gbps) Ethernet bus based backplane which
provides the modules with a common power
connection and high-speed data interface to the
Master Processor (CPU) as well as to other
modules. Figure 1 shows such a system with all
blocks

the core functional implemented as



modules. Modules plug into a high-speed
communication bus capable of data transfer rates
as high has 1 Gbps. The high-speed bus should be
completely asynchronous, thus allowing modules
to transfer data at rates appropriate to their
function. This is crucial in order to maintain a
simple, high speed (protection data) and reliable
(protection and automation data) interface for all
modules in the system. One of the key technical
requirements of such a system for Protective and
Automation applications is that the modules must
be capable of being completely drawn out or
inserted without disturbing field wiring which is
terminated at the rear of the unit. Modularity can
also be applied at the Software level (Figure 2)
where any kind of protection and Automation
application can be assigned to the hardware
based of the selected object libraries.
Configurable input/output for Debounce timers,
threshold operation setting can be easily done as
per the site conditions.

Scalability and Flexibility.

Embedded SQL Database in UCS provides
scalability to the data storage. Database Package
can be backed up to an External media (like SD
Card, USB Hard disk etc) and the data can be
analyzed from a PC based Database Engine.
Integrated switch card in UCS enhances the

flexibility of connecting expansion modules and

third party communication modules etc

Upgradability and Enhancements

An  automatic remote firmware update
mechanism is adapted to selectively and
automatically  retrieve  firmware  upgrade
information from the remote server via

communication device. It retrieves the selected
firmware and installs it automatically by the help
of trigger mechanism. Trigger will be set by the
user to run at a particular time of day. If the
remote upgrade is unsuccessful due to any
interruption, UCS does not malfunction as it

restores the backed up firmware and resumes its

normal operation.

Maintenance

Maintenance Module is adapted with UCS so
that when entered in Maintenance mode all the
software/Hardware peripherals are checked for
proper functionality. UCS Maintenance will be
done only by the users with administrator
evaluations

privilege. Key done by the

Maintenance module are.

A. Functionality of all 10 Cards.
B. Functionality of Communication cards.

C. Functionality of Database Engine.

Role of UCS in Substation

As mentioned earlier, utilities worldwide have
been clamoring for a standard that will allow
different devices from different manufacturers to
communicate with a common protocol and to
interoperate. Now that the Communication

Protocol standard issue is being resolved, one can



look to add value by networking these devices.
This is achieved by leveraging their ability to
communicate among themselves (i.e. peer-to-
peer) and to the station interface. Since the
Universal Computing System offers a modular
hardware and software architecture that is
scalable, flexible, and upgradable, as well as
advanced peer-to-peer communications, it can
accommodate the requirements of any substation
Station level Protection and automation proposal.
In addition, the library based software module
can handle both new and legacy communications
protocols, which means a UCS can coexist in
today’s environments, as well as handle any
future migration to Ethernet or other future
technology without incurring the significant
investments normally associated with system
conversions or upgrades. As performance and
functional requirements evolve to take advantage
of the new possibilities brought about by high-
speed peer-to-peer communications the UCS can
just as easily evolve to remain in-step with users’

requirements and budgets.
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