TESLA 4000 firmware v2.0

Default User Accounts

1 Introduction

The TESLA 4000 DFR has been updated to offer enhanced cyber security features to comply IEEE standards on
cyber security and also to comply with NERC standard PRC-002-2. With this revision, several changes to other
TESLA 4000 DFR software interfaces are also required/included, affecting how the recorder is accessed.

2 Obijective

This document explains the details associated with the factory issued default user accounts included with this
TESLA v2.0 firmware upgrade.

There are 10 default user accounts provided, each with different roles and privileges assigned to it.

These user accounts can be categorized as shown in the figure below, into 3 groups: the operating accounts, the
set-up accounts, and management and control accounts.

USER ACCOUNTS
Operating accounts Management & Control
Accounts
s view
* change * secadmin
*  service * secaudit
*+ maintenance L2
* update
Set up accounts

* RBCS

s coop

= lecktp
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The following table summarizes the various user accounts and includes the default passwords and factory-default
roles assigned to each account.

Table 1 - Account names and default privileges

User name Default Password Roles Description
a |8
2
x| |z 3|3
e t Yis |a 9:: C |2 |w
r g |Wia|g |D|Ww|O =
w g 2 |2 (g |2 | |&|E |«
412169288 5|8
S|6|& |2 |6 |o|x|o|2|5
view View@2015 X Similar to the ‘view’ user in the
firmware prior to the v2.0 but more
restricted
change Change@2015 X | X|X Similar to the ‘change’ user in the

firmware prior to the v2.0.

service Service@2015 X X[ X]|X Similar to the ‘service’ user in the
firmware prior to the v2.0

maintenance | Maintenance@2015 X Similar to the ‘maintenance’ user in
the firmware prior to the v2.0

update Update@2015 X |Similar to the ‘update’ user in the
firmware prior to the v2.0

rbcs Rbcs@2015 X | X New user account to be used by
RecordBase Central Station for
ReqServer based communication

secadmin Secadmin@2015 X New user account to manage
security configuration

secaudit Secaudit@2015 X New user account to manage
security audit

coop Coop@2015 X New user account to be used for
inter-IED communication in
cooperative mode

lecFtp ERLPhase2010 X Compatibility user account to be
used for ERL 61850 IED
Configurator

NOTE: All of the information shown in this document is as provided with the factory shipped default configuration.
The end user may change these assignments to fit their individual role-based, cyber-security access
requirements, according to their individual requirements/needs. Defaults are provided as an out-of-the box,
functional starting point.

3 Getting Started

When connecting to the TESLA, using TESLA Control Panel, the following login prompt appears.
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=
Enter Account Name and Password

Please enter an account name and password to logon to the [ED.

Account Name:
Password:

[ P

Figure 1 - Login prompt when connected to the TESLA

The first order of business is to configure the cyber-security settings, using the “secadmin” account.

4 Default “secadmin” Account

The “secadmin” role creates and configures all of the user accounts and assigns them with their respective roles
and privileges. The “secadmin” account has only the SECADMIN role (i.e. no other roles can be combined with it).

Logging into TESLA using the “secadmin” account gives the following screen.

"& TESLA Control Panel - [Main Menu] t == ﬂ‘
File Help
- Identification Hame Location Model Configuration
-~ Records
e Tl TESLA Demo Unit TESLA TESLA 2000 - 36 Channels
.- Continuous Recerding Tesla 4000-Laks raj TESLA TESLA 30004000 - 38 Channels
- Commurication TESLA4000-laks2 TESLA TESLA 30004000 - 35 Channels
- Time Stans TESLA TESLA 3000/4000 - 36 Channels
- Settings Stan1 TESLA TESLA 300044000 - 36 Channels
- Securty Stan2 TESLA TESLA 300074000 - 36 Channels
Stan3 TESLA TESLA 3000/4000 - 36 Channels.
Stand TESLA TESLA 300044000 - 38 Channels
TLitelP235 Wpg - Verification TESLALME SA Current Inputs
Wpg Rec 1 Wiinipeg, MB TESLA TESLA 3000/4000 - 36 Channels
Wpg Rec2 Winnipeg, MB. TESLA TESLA 300044000 - 36 Channels
Wpg Rec3 Winnipeg, MB. TESLA TESLA 3000/4000 - 36 Channels
Wpo Rec 4 ‘Winnipeg, MB. TESLA TESLA 3000/4000 - 36 Channels
Eighteen Channel TESLA TESLA 3000/4000 - 18 Channels
TESLA 4000 CS TESLA TESLA 3000/4000 - 356 Channels.
teslaT4 TESLA TESLA 300044000 - 36 Channels
KOLOA Koloa TESLA TESLA 300044000 - 35 Channels
‘Wpag Verification TESLA TESLA 4000 - Cooperative Mode
Wpg CS Coop TESLA TESLA 4000 - Cooperative Mode
Edit Add New Delete
|
Main Menu
TESLA Control Panel v0.61 (post 2.8a) - P0242 Current [ED: Tesla 4000-Laks Connected

Figure 2 - Main menu screen

Clicking on the Security option (last selection on the left pallet of the Main Menu), takes you to the Security page
as shown in Figure 3.
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F 5
M. TESLA Control Panel - [Security] el
File Help
Security
Accounts
Users
R
ery (RS-
maintenance
=
secadmin
service
update ” G
TR Export Security Configuration
[ Add ] [ Delete ] [ Edit l [ Contingency Account
|
Main Menu Security
TESLA Control Panel v0.61 (post 2.8a) - P0242 Current IED: Tesla 4000-Laks Connected

Figure 3 - Security configuration utility

The available accounts can be viewed by user or by role.

The users shown in Figure 3 above are the default user accounts. The ““secadmin” can add/delete/edit user
accounts. Also, the password complexity, access rules, export and import of security configuration file are

managed by the “‘secadmin” user. This account also has rights to configure communication parameters. All other
functions are blocked for this account.

A maximum 32 users can be added.
NOTE: No other role can be combined with the SECADMIN role.

a) This account is the most important user account. The user is advised to create more than one

“secadmin” account, as a back-up to when the ““secadmin” user forgets the password, leaves, or
changes roles within the organization.

b) The user is advised to change the factory provided default passwords, in order to maximize the security
and effectiveness of cyber-security access to the recorder.

c) It's the “secadmin’s” role to set all the security related configuration settings for the units, as well as
creating/configuring all the user accounts.

d) If auser has more than one unit and wishes to have same security configuration on all of its recorders,
the export/import feature can be used to copy the security configuration file on other devices.

5 Default View Account

The following section describes all the options available for the View user.
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¥, TESLA Control Panel - [Main Menu] - ] >
Help
Mame Location Model Configuration 2
Records
Trends CC-Escabedn 11CFQ13 TESLA TESLA 2000 - 36 Channels
Continuous Recording CC-Escobedo-11CFQ10 TESLA TESLA 2000 - 38 Channels
Everts 102 TESLA TESLA 2000 - 36 Channels
Metering TESLA 3000 Corani TESLA TESLA 2000 - 36 Channels
Time TESLA DEMO TESLA TESLA 2000 - 36 Channels
Seftings TESLA Demo Unit TESLA TESLA 2000 - 35 Channels
TESLA redund TESLA TESLA 2000 - 38 Channels
tesla test pmu TESLA TESLA 2000 - 35 Channels
TESLA-4000 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170310-02 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170310-05 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170310-06 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170310-07 TESLA TESLA 2000 - 38 Channels
TESLA-4000-170828-02 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170628-05 TESLA TESLA 2000 - 36 Channels
TESLA3000 CS TESLA TESLA 2000 - 36 Channels
TESLQA 2000 TESLA TESLA 2000 - 36 Channels
TESLA Demostracion TESLA TESLA 3000/4000 - 36 Channels
Kanan 4 TESLA 4003 TESLA 4003 - 38 Channels
Kanan 3 TESLA 4003 TESLA 4003 - 36 Channels LY
Edit Add New Delete
‘ Exxit

5.1 Identification

Figure 4 - Menu tree for View user account

This option describes the device’s general information, serial number, name and substation number/location. All
fields are read-only for the user. No modifications can be done.

*The following image is for demonstration purposes only, information in this screen may differ from the device the

user is logged-in to.

% TESLA Control Panel - [Identification]

= | E

File Help

Unit identification
Identification
hodel

Serial Number:
Unit ID:

[ED Firmw are Version
Reguired Settings Version
Communication Version

System Freguency:

Station
Station Mame:
Station Number:

Location

4000
TESLA4000-161121-04
Eighteen Channel

w20

407

408

60 Hz

StationName
StationNumber

Location

coop member

Main Menu Idertification J

TESLA Control Panel v3.0

Current IED: Eighteen Channel

Figure 5 —

User account Identification tab
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5.2 Records

This option allows the user to see the list of high speed or swing records stored in the unit, however they will not

be able to download (locally store) or

delete these records.

Locally stored/available records can be analyzed by this account.

% TESLA Control Panel - [Records]

O X
File View Tools Help
S
Record Filter
Latest 100 Records
Records from Eighteen Channel
= 2018-02-28
E--0n IED
2%} Eighteen Channel-2018-02-28 19
Save A
port
Convert Filename
to IEEE C37.232
Rename
Refresh
. v
Recordings on [ED: 1
‘ I 0.1% Close
Main Menu Identification Records J
Figure 6 - User account Records tab

This option allows the user to see any trend records stored in the unit, however they will not be able to download

(locally store) or delete these records.
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. TESLA Control Panel - [Trends] Lo | B |

File Edit View Help
Range of Dates for Trend Summary
Trends and Events: Local Fies: O bytes
From: 18/03/2018 = peuiarles JObvies
Transfer: 0O bytes
To: 210312018 = Trend Status: UNAVAILABLE
Trended Channels: Events
& NewBement Line Event (UTC-05:00) -
VaMag 1  2018-03-128 09:59:38.892 -- NewElement:Ib Low Mag.
2 2018-03-18 09:59:38.894 -- Output Contact 4 active
3 2018-03-18 09:59:39.002 -- Output Contact 4 inactive
4 2018-03-18 10:02:14.000 -- Unable to connect to RecordBase aft
S  2018-03-18 12:56:39.825 -- NewElement:Vc Low Mag.
6 2018-03-18 12:56:39.827 -- Output Contact 4 active
7 2018-03-18 12:56:39.936 -- Output Contact 4 inactive -
& 2018-03-18 12:59:14.000 -- Unable to connect to RecordBase aft
9 2018-03-20 03:11:20.767 -- NewElement:Vb Low Mag.
10  2018-03-20 03:11:20.769 -- Output Contact 4 active
11 2018-03-20 03:11:20.877 -- Output Contact 4 inactive
12 2018-03-20 03:13:55.000 —- Unable to connect to RecordBase aft
13 2018-03-20 17:15:21.000 —- Time Sync Loss
14  2018-03-20 17:16:21.000 —- Time Sync Active J
1S 2018-03-20 19:34:54.450 —- NewElement:Ib Low Mag.
16 2018-03-20 19:34:54.452 —- Output Contact 4 active
17  2018-03-20 19:34:54.561 —- Output Contact 4 inactive
18 2018-03-20 19:37:29.000 -- Unable to connect to RecordBase aft ~
« X »
=
Main Menu_| Settings Trends |

Figure 7 - User account Trend Records tab

5.4 Continuous Recording

This option allows the user to see any continuous recording records stored in the unit, however they will not be
able to download (locally store) or delete these records.

% TESLA Control Panel - [Continuous Disturbance Recording] — [m] *®
Recording  View Help
A
Record Summary
Record Name:
Record Type:
Record Version Record Priority:
Records from Eighteen Channel
(- 2018-02-09
Graph
SaveAs
Export
Delete
Rename
v
Close
Main Menu Identfication | Trends Continuous I

Figure 8 - User account Continuous Recording tab

5.5 Events

This option allows the user to see any sequence of events records stored in the unit, however they will not be able
to download (locally store) or delete these records. The events may be printed or exported to a CSV file.
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% TESLA Control Panel - [Events]

File Edit Help

Line UIC Time UIC Offset Station Name Unit ID Event
1 2018-02-23 19:24:2%.000 -06:00 Eighteen Channel Unable to connect to RecordBase after 1 tries.
2 2018-02-28% 19:21:52.000 -06:00 Eighteen Channel Manual trigger
3 2018-02-28 17:35:49.000 -0g:00 Eighteen Channel WNew Settings Loaded
4 2018-02-28 15:45:26.000 -0g:00 Eighteen Channel Time Sync Loss
5 2018-02-28 15:39:03.000 -0g:00 Eighteen Channel Time Sync Loss
3] 2018-02-23 15:32:45.000 -06:00 Eighteen Channel Time Sync Loss
7 2015-02-23 15:16:51.000 -06:00 Eighteen Channel Time Sync Loss
a8 2018-02-23 14:52:04.000 -06:00 Eighteen Channel Time Sync Loss
] 2018-02-26 23:21:29.000 -06:00 Eighteen Channel Time Sync Loss
1 2018-02-26 21:1%8:49.000 -0g:00 Eighteen Channel Time Sync Loss
11 2018-02-26 20:3%:20.000 -0g:00 Eighteen Channel Time Sync Loss
12 2018-02-26 20:02:02.000 -0g:00 Eighteen Channel Time Sync Loss
13 2018-02-26 20:01:0%.000 -06:00 Eighteen Channel Time Sync Loss
14 2015-02-26 19:56:47.000 -06:00 Eighteen Channel Time Sync Loss

< >

'\ Event List
‘ Refiesh PFrint Export to C5Y
Cloze

5.6 Metering Screen

Figure 9 - User account Sequence of Events Log tab

This option will allow the user to view the metering of the analog and digital channels, as well as the user-
configured metering and PMU analogs and phasors (if configured).

% TESLA Control Panel - [Metering] O x
File Help
ElementVa| 0.003 V 0.00
ElementFreql|[ 0.000 Hz
[« [»[\ Anslogs } Digitals }, PMU Phasors
Metering o Show As | Primary | Zoom Level(%) (100 Freeze Close

5.7 Time

Figure 10 - User account Metering tab

This option will allow the user to view the time settings in the unit, however no changes are allowed.
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4, TESLA Control Panel - [Time] - O %
File Help

Time

Wed 2018 Feb 28 16:06:18 |[Eryses

‘ Close

Main Menu Metering Time

Figure 11 - User account Time tab

5.8 Settings

This option will just open the settings screen. No upload or download of configurations is available for this user
account, however users can create new configuration files and save them locally.

M, TESLA Control Panel - [Settings] = S -
—
File Help
Mame Settings Date Comment Edit
Corfigurations for Eighteen Channel
Present Settings 2018 Mar 15 16:02:14 Failsafe configuration
= Saved Settings
2018-03-01_1537.04 2018 Feb 28 12:34:45 failsafe configuration
PMU_256 2018 Mar 01 09:55:51 failsafe corfiguration
Copy from
other IED:
Close
| —————
Main Menu Settings J

Figure 12 - User account TESLA Settings Menu

NOTE: To be able to download records and view setting files, add an OPERATOR role to this user account.
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6 Default Change Account
This user account has the VIEWER, OPERATOR and ENGINEER roles linked to it.

B Tt ot T ) i

6.1

File Help
- Identfication Name Location Model Configuration 2
- Records
- Corfiguration TESLA-4000-131008-02 TESLA TESLA 2000 - 36 Channels
Tarle TESLA-4000-161214-02 TESLA TESLA 2000 - 36 Channels
- Configuration TESLA-4000-170425-13 TESLA TESLA 2000 - 36 Channels
- Continuous Recording TESLA400 AUS TESLA TESLA 2000 - 36 Channels
- Everts TESLA4000 - FW Keene TESLA TESLA 2000 - 38 Channels
) TESLA4000 - Hancock TESLA TESLA 2000 - 36 Channels
:?m";m””'cat"’” TESLA4000ANderson TESLA TESLA2000 - 36 Channels
- Calibration TESLA4000MPP TESLA TESLA 2000 - 36 Channels
‘... Seftings TESLA4000TSTHN TESLA TESLA 2000 - 36 Channels
TESLA4003CoopMode TESLA TESLAZ000 - 36 Channels
TESLASakoGrandeMD1 TESLA TESLA 2000 - 36 Channels
TESLASakoGrandeMD2 TESLA TESLA 2000 - 36 Channels —
Test1 TESLA TESLA 2000 - 36 Channels
TSLACOOPSG TESLA TESLA 2000 - 36 Channels
Tucson TESLA TESLA TESLA 2000 - 36 Channels E
VIRELEC - USB TESLA TESLA 2000 - 36 Channels
TESLA-Gastons Gaston Generating Pl TESLA TESLA 3000/4000 - 35 Channels
TESLA 4000 DFR1 TESLA TESLA 3000/4000 - 35 Channels
TESLA-4000-Stoney Cr Stoney Creek,Ontario TESLA TESLA 3000/4000 - 36 Channels
TESLA 4000-Les Mina Dominican Republic TESLA TESLA 3000/4000 - 35 Channels
TESLASRP 1 TESLA TESLA 3000/4000 - 35 Channels
ES-202 DFR 1 TESLA TESLA 3000/4000 - 35 Channels o
Edit Add New Delete
|
Main Menu
Figure 13 - Main Menu tree for Change Account
Identification

This option will allow the user to see the unit’s serial number, firmware version, settings version, and
communication version and system frequency. It also allows the user to modify the Station Name, Station

Number, Location and access to the unit's SafeShutDown option.
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% TESLA Control Panel - [Identification]

Eile Help

Unit ldentification
Identification

Wodel:

Serial Humber:

IED Firmware Version:
Required Settings Version:
Communication Version:

System Freguency:

Station

4000
TESLA-4000-161121-04

[, U BF ighteen Channel

w010
407
408

60 Hz

Station Name:

Station Number:

Location:

‘ Safe Shutdown...

Cancel

Close

6.2 Records

Figure 14 - Change account Identification tab

This option will allow the user to see what records are stored inside the DFR, as well as the ability to download

and erase records, and trigger manual records.

% TESLA Control Panel - [Records]
File View Tools Help

Record Filter

Get Remote Summaries
Latest 100 Records [/ Get Remote Events

|:| Autopoll |:| Autoprint

‘ Trigger Faul | | Trigger Swing Trigger Both

Records from Eighteen Channel Graph
- 2018-02-28
= On IED Get from [ED
i} Eighteen Channel-2018-02-28 21
i Ehteen Channel-2018-0228 21 % #N9 05kt
Pv Hghteen Channel-2018-02-28 21;
|6v Eghteen Channel-2018-02-28 19 Save As
Export

Delete

Rename

Refresh

Recordings on ED: 4
|

Record Summary
Record Name:
Record Type:
Record Version:
Unit ID:

Trigger Time (UTC):
Events (UTC-08:00)

Eighteen Channel-2018-02-28 21:30:49.000 ir
fault

23 Record Priority: 0
Eighteen Channel

‘Wed Feb 28 2018 21:30:49.000

Ho event in this record

0.4%

Close

Main Menu

Identification Records

Figure 15 - Change account Records tab
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6.3 Record Configuration

This user can change the record length of fault (high speed) and swing (low speed) records, as well as the
accumulation mode of the records (i.e. either can be recycled or stopped when full). Users can also set the
storage alarms.

4, TESLA Control Panel - [Records Config] - O x
File Help

High and Low Speed Recording Configuration

High Speed Recordings Low Speed Recordings
Trigger Mode: (@) Edge (L) Duration
Sample Rate: 5760  samples / second sample Rate: 60 samples / second
Pre-trigger Time: | 0.2 0 - 8 seconds Pre-trigger Time:| 5 0-10 seconds
Mormal Record Length: | 1 0.2 - 15 seconds Normal Record Length: 10 10 - 900 seconds
Maximum Record Length 2 £ 30 seconds Maximum Record Length: | 120 10 - 1800 seconds

Storage
Storage Alarms
Accumulation Mode Status Alarm Limits Enabled Contact

High/Low Speed: Recycle | when full ACTIVE %full 0 _

‘ Cancel Save Close

Figure 16 - Change account Records Configuration tab

6.4 Trends

This option will allow the user to download, graph and delete trend records stored in the DFR.
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i TESLA Control Panel - [Trends] = | B |

File Edit View Help

Range of Dates for Trend Summary
Trends and Events: Local Files: 0 bytes
From: [[0a/z018 z Remote Files: 0 bytes
Transfer: O bytes
To: 2110312018 = Trend Status: ACTIVE Trend Days: 7
Trended Channels: Events
[+ NewElement Line Event (UTC-05:00) =

2018-03-18 09:59:38.892 -- NewElement:Ib Low Mag.

2018-03-18 09:59:38.894 -- CQutput Contact 4 active
2018-03-18 09:59:39.002 —- Qutput Contact 4 inactiwve
2018-03-18 10:02:14.000 -- Unable to connect to RecordBase...

1

2

3

4

5 2018-03-18 12:56:39.825 —- NewElement:Vc Low Mag.
&

7

9

2018-03-18 12:56:39.827 —- Output Contact 4 actiwve L
2018-03-18 12:56:39.936 —— Output Contact 4 inactive 3
2018-03-18 12:59:14.000 -- Unable to connect to RecordBase...
2018-03-20 03:11:20.767 -- NewElement:Vb Low Mag.

10 2018-03-20 03:11:20.769 -- Qutput Contact 4 active

11 2018-03-20 03:11:20.877 -- Cutput Contact 4 inactive

12 2018-03-20 03:13:55.000 -- Unable to connect to RecordBase...
13 2018-03-20 17:15:21.000 -- Time Sync Loss

14 2018-03-20 17:16:21.000 —— Time Sync Active

8-03-20 19:34:54.450 —- NewElement:Ib Low Mag.

8-03-20 19:34:54.452 —- OQutput Contact 4 actiwe

8

=1
I

=)
2

-03-20 19:34:54.561 —- Output Contact 4 inactive

-
o

(SIS
&
=

o
2

-03-20 19:37:29.000 -- Unable to connect to RecordBase...
19 2018-03-20 19:49:27.017 -- NewElement:Ic Low Mag. =

Get  [Todays
Events. Trends

Main Menu Trends

TESLA Contrel Panel v3.0 Current IED: Eighteen Channel Reading trend/event file info

Figure 17 - Change account Trend Records tab

6.5 Trend Configuration

This option will allow the user to configure the memory retention policy of the trend recordings and also displays
the sample rate configured.

% TESLA Control Panel - [Trends Config] — O *
File Help

Trend Recordings
Sample Rate: 0 =econds / sample

Storage
Storage Alarms

Accumulation Mode Status Alarm Limits Enabled Contact

Trends: | Recycle ~ when full DISABLED days accumulated O -

‘ Cancel Save Close

Main Menu Identification j Records I Records Ca I Trends Trends Config

Figure 18 - Change account Trend Configuration tab
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6.6 Continuous Recording (CDR)

This option will allow the user to download the CDR files stored inside the DFR, as well as display the Data
Summary of the CDR records like status, sampling rate, and retention period.

{% TESLA Control Panel - [Continuous Disturbance Recording]

Recording  View Help

Record Summary

Record Name:

Record Type:

Record \fersion:

Record Priority:

Data Summary

Status: | DISABLED
Records/secondichannel

TELPT R (RMS samplesizecond/channel)
Retention Period (Local Time)

From:| <unavailable= To:| <unavailable=

Close

Records from Eighteen Channel
20180209 Record Retrieval Reguest
Graph Start Date (Local Time) Length
= Year: | 2009 Y'Y Minutes: | 1
Save As
Month: | 1 1-12
Export Day: | 1 1-31
Hour: | O 0-23
Delete
Minute: 0 0-5%
Rename
Get Erase
Main Menu Identification I Records I Records Co. I Trends I Trends Config Continuous

6.7 Events

Figure 19 - Change account Continuous Recording tab

Users can see all events stored in the memory of the DFR. These events may be erased, printed or exported to a

CSV file.
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", TESLA Control Panel - [Events] = |85 =R
File Edit Help
Line UTC Time UIC Offset Station Name Unit ID Event =
1 2018-06-18 19:46:22.009 +00:00 StationName Eighteen Channel Combined R:Va Low Mag. B
2 2018-06-18 19:45:35.932 +00:00 StationName Eighteen Channel Combined R:Logic:2 Inactiwve
3 2018-06-18 19:45:35.992 +00:00 StationName Eighteen Channel Corbined R:Logic:3 Actiwve
4 2018-06-18 19:45:06.984 +00:00 StationName Eighteen Channel Output Contact 2 inactive
5 2018-06-18 19:45:06.034 +00:00 StationName Eighteen Channel Combined R:Logic:2 Actiwve
[ 2018-06-18 19:45:06.034 +00:00 StationName Eighteen Channel Corkined R:Logic:3 Inactive
i} 2018-06-18 19:45:06.029 +00:00 StationName Eighteen Channel Combined R:EI Active
8 2018-06-18 19:45:06.021 +00:00 Stationlame Eighteen Channel Output Contact 2 actiwve
9 2018-06-18 19:45:06.017 +00:00 StationName Eighteen Channel Combined R:Va High Mag.
10 2018-06-18 19:30:04.009 +00:00 StationName Eighteen Channel Combined R:Va Low Mag.
11 2018-06-18 19:29:17.992 +00:00 StationName Eighteen Channel Corbined R:Logic:2 Inactive
12 2018-06-18 19:29:17.982 +00:00 StationName Eighteen Channel Combined R:Logic:3 Active
13 2018-06-18 19:28:48.984 +00:00 StationName Eighteen Channel Output Contact 2 inactive
14 2018-06-18 19:28:4€.034 +00:00 StationName Eighteen Channel Corbined R:Logic:2 RActive
15 2018-06-18 19:28:4E8.034 +00:00 StationName Eighteen Channel Combined R:Logic:3 Inactiwve
16 2018-06-18 19:28:48.029 +00:00 Stationlame Eighteen Channel Combined R:EI Active
17, 201A-NA-18 19:2A:4A.021 +00 =00 StationName Fighreen Channel Ourpur Contact 2 active =
< n »
[4 ¥ [+ ]\ Event List /
‘ [ Erase ][ Refiesh ][ Frint ][Expnrl ta C5%
T Man Menu Everts

Figure 20 - Change account Sequence of Event Log tab

6.8 Metering Screen

Users are allowed to view the metering of analog and digital channels, as well as user-configured metering and
PMU analogs and phasors in real time (if configured).

Combined R:-VaMag| 0.005 kV Combined R:VaAng| 0.000 °
Combined R:VbMag| 0.004 kV Combined R:VbAng| 0.000 °
Combined R:VcMag| 0004 kV Combined R-VcAng| 0.000 °
Combined R-laMag| 0.078 A Combined R:laAng| 0.000 °
Combined R:lbMag[ 0241 A Combined R:lbAng[ 0.000 °
Combined R:lcMag[ 0159 A Combined RilcAng[ 0.000 °
Combined R:InsumMag| 0334 A Combined R:InsumAng| 0.000 °
Combined R:Freq1| 0.000 Hz

‘ ‘ ‘ [\#nalngs )\Dig\mls )\PHU/

Metering O Shnwks Zoom Level(%}[120 v] [ Freeze ] [ Close

Main Menu Metering | Settings ]

Figure 21 - Change account Metering PMU Phasors tab

6.9 Communication

This option will allow the user to make changes to the communication configuration.
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6.9.1 Serial

This tab will allow changes to the communication parameters with the USB port (450), RS232 port (405) and the
internal modem.

% TESLA Control Panel - [Communication] — O *®
File Help

Serial Communication
Service Port
Direct Serial (Port 450)  Baud Rate: | 115200 -
Port 405
O Direct Serial Baud Rate: | 38400 -

(®) External Modem

Wodem Initialization String - | M1

Internal Modem
Baud Rate: 32400

Wodem Initialization String : = 11

[ <[ »[»]\ seral { Ethernet } PMU }, IEC 51850 }, RBCS

‘ Cancel Save Close

Main Menu J \derﬂiﬂcaﬁunl Records J Records Cu...] Trends I Trends CunﬁgJ Continuous J Everts J Metering Communica...

Figure 22 - Change account Communications tab

6.9.2 Ethernet

This tab allows the user to make changes to the IP address and Subnet Mask of port 401 and 402, and also the
Gateway and TCP/IP Port selection.

% TESLA Control Panel - [Communication] — O X
File Help

Ethernet Communication

Port 401

MAC Address: | 002145012360
IP Address: | 206 . 220 . 183 . 112
Subnet Mask: | 255 . 255 . 255 . 224

Port 402

MAC Address: | D021A501235C

IP Address: | 192 . 1828 . 103 . 26

Subnet Mask: | 255 . 255 . 252 . 0

Default Gateway: | 192 . 168 . 100 1

|:| Packet Forwarding Enabled

TCRIP Port Selection: | 7631 ~

[ 4T »[»/, serial ), Ethernet f PMU }, IEC 51850 ), RBCS [

Close

I
&
T

Cance

Figure 23 - Change account Ethernet Ports tab
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6.9.3 PMU
This tab will allow the user to make changes to PMU communication parameters.

% TESLA Contrel Panel - [Communication] — O X
File Help

PMU Communication

o1
Mode: | Do Not Transmit ~
Port: | 4712

Humber of PDC Clients: | 1

IP Address of Data Concentrator 1: | 192 . 16

IP Address of Data Concentrator 2:

[T r [>T serial } Etnermet ) pMu { 1ECs1850 Ji RECS [

Cance Save Close

Figure 24 — Change account PMU Communications configuration tab

6.94 IEC 61850

This tab will allow the user to change the port configured for IEC 61850 communication.

% TESLA Control Panel - [Communication] — ] ®
File Help
[EC 61850
Port: 401 ¥

[T > [P serial }, Ethernet }, PMU } IEC 61850 f# RSCS [

Cance Save Close

Figure 25 - Change account IEC 61850 Port selection tab

6.9.5 RBCS

This tab will allow the user to make changes to the RBCS communication parameters.
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% TESLA Centrel Panel - [Communication]
File Help

Notify RBCS Communications Strategy

Connect Using Retry Attempts
(O External Modem Phone Number.
Internal Modem Maximumﬁuﬂempts:
@LAN  PAddress:| 192 . 168 . 163 . 6 Deay Between Atiempts S| ssconds

O Do Not Connect

Notify RBCS on creation of new

Recording if Priority is at least e

[T [>T serial } Ethernet }, PMU } IEC 61850 ), RBCS [

"

ave Close

‘ Cance

Figure 26 - Change account RBCS Communications configuration tab

6.10 Time

The user can view the time settings in the DFR and also make changes to the time settings such as type of signal
source, time zone, IP address (in cases when an SNTP server is used), and to manually set the time (in the cases

when there is no GPS clock connected).
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", TESLA Control Panel - [Time]

File Help

Time
Select the UTC offset displayed in logs, screens and records

(7 UTC: Setto zero
(@) Local: Set to local time including DST if enabled

Fri 2018 Mar 02 08:46 no sync

Incoming IRIG Time Signal Properties
@ Auto
() Manual
IRIG Source is:
@ ute
@ Local Time

Manually Set [ED Time (enable when external time source is not present)

[ Manually Set IED Time

Recorder Time Zone Setting

- West of Greenwich -ve numbered "hrs” X
2 hd e East of Greenwich +ve numbered "hrs” [¥] Adjust for DST

|:| Enable SNTP Time Source

Poll Interval: | 15 15-2160 minutes
Enable Second SNTP Server

Timeout Interval: | q 1-4 zeconds

w
o
(¥

SNTP Server: 10 . 11
SNTP Server: 192 . 168 . 101 . 105

W
&
@

‘ Cance

Main Menu Trends Conﬁg] Events ] Communica... Time

Figure 27 - Change account Time configuration tab

6.11 Calibration
The user can calibrate and save each analog channel as well as the DSP clock.
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% TESLA Control Panel - [Calibration] - O x

File Help
Analeg Input Calibration
Select Channel(s) to Calibrate
Chan Hame Offset Gain Applied Signal
ch1 Element.Va
Ch2 Undefined
Ch3 Undefined
Ch4 Undefined Calibrate Offset and Gain
Chs Undefined
Chs Undefined
Ch7 Undefined
Ch8 Undefined
Cho Undefined
Ch 10 Undefined
ch1 Undefined
ch12 Undefined
Cch13 Undefined
Ch14 Undefined
ch1s Undefined
Ch1& Undefined
Ch17 Undefined
Ch18 Undefined
|, Analog Calibration A DSP Clock Calibration f
‘ Save Close
Main Menu] Identifica I Records j Records C I Trends I Trends Co I Continuou I Events j Metering I Communic I Time Calibration
Figure 28 - Change account Analog Calibration tab
The user is allowed to create, download and upload configuration files for the DFR.
8, TESLA Control Panel - [Settings] — m] X
File Help
Mame Settings Date Comment Edit
Configurations for Eighteen Channel e ——
2018 Feb 28 12:34:45 failsafe configurtion rom
[=)-- Saved Settings Load to IED
2018-02-09_22.47.04 2018 Jan 11 08:47:22 Production Test 256sc 18ch 4000 60Hz Dec03
Copy
Delete
Rename
Import
Save As
Hew
Refresh
Close
Main Menu Identifica.. Records ] Records ] Trends I Trends CJ Cantlnua...] Events ] Metenng ] Ccmmunl...] Time Calibration Settings

Figure 29 - Change account TESLA Settings menu

7 Default Service Account

The service user account has VIEWER, OPERATOR, ENGINEER and INSTALLER roles. All the options available
for the service user account is similar to change user account and thus, the screens remain the same.
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8 Default Update Account

This user account has the rights to update the firmware of the DFR, as well as view and download the unit's
systems diagnostics file.

8.1

Main Menu

Access is very similar to the Change and Service user accounts, however some functions may be limited, as the

focus of this user is to update the DFR.

8.2

%TESLAContro\ Panel - [Main Menu] ] >
File Help

Identification Name Location Model Configuration &

Records

‘... Configuration TESLADEMO TESLA TESLA 2000 - 36 Channels

Trends TESLA Demo Unit TESLA TESLA 2000 - 36 Channels

[ Conffiguration TESLA redund TESLA TESLA 2000 - 36 Channels

Continuous Recording tesla test pmu TESLA TESLA 2000 - 36 Channels

Time TESLA-4000 TESLA TESLA 2000 - 36 Channels

Settings TESLA-4000-170310-02 TESLA TESLA 2000 - 36 Channels

Mairtenance TESLA-4000-170310-05 TESLA TESLA 2000 - 36 Channels

Fimware Update
TESLA-4000-170310-06 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170310-07 TESLA TESLA 2000 - 35 Channels
TESLA-4000-170625-02 TESLA TESLA 2000 - 36 Channels
TESLA-4000-1706258-05 TESLA TESLA 2000 - 36 Channels
TESLA3000 CS TESLA TESLA 2000 - 36 Channels
TESLOA 2000 TESLA TESLA 2000 - 35 Channels
TESLA Demostracion TESLA TESLA 3000/4000 - 36 Channels
Kanan 4 TESLA 4003 TESLA 4003 - 36 Channels
Kanan 3 TESLA 4003 TESLA 4003 - 36 Channels
TESLA-4000-170822-01 TESLA TESLA 3000/4000 - 18 Channels.
TESLA 4000 CS TESLA TESLA 3000/4000 - 36 Channels

TESLA-4000-160114-03

Eighteen Channel

TESLA 3000/4000 - 36 Channels
TESLA 3000/4000 - 18 Channels

Delete

Exit

Identification

Figure 30 — Main Menu tree for Update account

User can only see the unit identification details of the DFR.
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% TESLA Control Panel - [Identification]

File Help

Unit identification
Identification

Wodel:

Serial Number:
Unit 1D
[ED Firmware Wersion:

Station

Required Settings Version:

Communication Version:

System Frequency:

Station Name:
Station Number:

Location:

8.3 Records

4000
TESLA-4000-161121-04
Eighteen Channel

vD.10

407

408

60 Hz

Close

Figure 31 - Update account Identification tab

The user can download records from the DFR, however the ability to delete and trigger records is disabled.

% TESLA Control Panel - [Records]

File View Tools Help

] X

Record Fitter
Latest 100 Records

Get Remote Summaries

~| [~ Get Remote Events

|:| Autopoll |:| Autoprint

- 2018-02-28
= OnED

Records from Eighteen Channel

Graph
Get from [ED
i~} Fighteen Channel-2018-02-28 21
een - -, ]
Eight: Channel-2018-02-28 21
P Eighteen Channel-2018-02-28 21-
[z Eghteen Channel-2018-02-28 19: Save As
Export

Rename

Refresh

Recordings on ED: 4

Main Menu Settings

8.4 Record Configuration

Record Summary

Record Name: Eighteen Channel-2018-02-28 21:30:49.0001Ir
Record Type: Fault

Record Version: 53 Record Priority: 0

Unit ID: Eghteen Channel

Trigger Time (UTC). Wed Feb 28 2018 21:30:49.000
Events (UTC-06:00)

Ho event in this record

0.4%

Close

Identification Records

Figure 32 - Update account Records tab

This user can only see the configuration of the recording parameters.
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% TESLA Control Panel - [Records Config)

File Help

High Speed Recordings

Trigger Mode:

Sample Rate:

High and Low Speed Recording Configuration

Edge Duration

5760 samples / second

Pre-trigger Time: 0.2 0 - & seconds
Mormal Record Length: 1 02 -15 seconds
Maximum Record Length: 2 4 - 30 seconds
Storage
Accumulation Mode
High/Low Speed: |Recycle when full
Main Menu Settings ] Identification I Reconds

Low Speed Recordings

Sample Rate: 60
Pre-trigger Time: s
Normal Record Length 10

Maximum Record Length: | 120

Storage Alarms
Status Alarm Limits
ACTIVE 80 % full

samples [ second
0 - 10 seconds

10 - 500 seconds
10 - 1800 seconds

Enabled Contact

Close

Recards Co... I

8.5 Trends

Figure 33 - Update account Record Configuration tab

This option allows the user to download any trend records in the DFR, however the ability to delete any trends is

disabled.

4%, TESLA Control Panel - [Trends]

File Edit View Help

Range of Dates for
Trends and Evenis:
From: |EE/02/2018 =
To:(28/02/2018 =
Trended Channels:
Get
Get Graph ]
‘ — Events

Trend Summary

Local Files:
Remote Files:
Transfer:
Trend Status:

Events

0 bytes

0 bytes

0 bytes
DISABLED

Trend Days: 0

Line

Event

No events to display.

D Today's

Trends.

Close

Main Menu Settings

Identification ] Records J Records Co... Trends

Figure 34 - Update account Trend Records tab

8.6 Trend Configuration

This allows the user to only view the trend configuration parameters; no editing can be done.
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% TESLA Control Panel - [Trends Config]

File Help

Trend Recordings

Sample Rate: 0 seconds / sample

Storage
Storage Alarms

Accumulation Mode Status Alarm Limits Enabled Contact

when ful  DISABLED 80 days accumulated

Trends: | Recycle

Close

Figure 35 - Update account Trending Configuration tab

8.7 Continuous Recording
This option is disabled for the Update user, however if there are any CDR records locally available, they can be
opened. The user gets a “Limited Access Notification” pop up.

%

Recording View Help

Data Summary

Record Summary

Record Name: . . Records/second/channel
Sampling Rate: ANS
Record Type: (R ond/channel)
Retention Period (Local Ti
Record Version: Record Priority: TERLIET TR
From: | | Tn:‘

Records from Eighteen Channel

2018-0209
Limited Access Notification X

Access to information on the IED is restricted for the current user,
Only information present on this PC will be shown.

Get Erase

Rename

Main Menu Settings J |dentification ] Reconds ] Records Co. I Trends ] Trends ConfigJ Time Continuous .. I

Figure 36 - Update account Continuous Recording tab

8.8 Time
The user is allowed to view the time settings in the DFR.
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8, TESLA Control Panel - [Time]

File Help
A
Time:
Select the UTC offset displayed in logs, screens and records
UTC: Set o zero
Local: Setto local time including DST if enabled
Wed 2018 Feb 28 17:05:50 [[Ery=es
Incoming IRIG Time Signal Properties
Auto
Wanual
IRIG Source is:
uTc
Local Time
Recorder Time Zone Setting
& ES hre West of Greenwich -ve numbered “hrs” Adiust for DST
- East of Greenwich +ve numbered "hrs” L .
v
‘ Close

Continuous ..

Main Menu Settings Identification ] Records ] Reconds Co.. ] Trends ] Trends Config Time

Figure 37 - Update account Time tab

8.9 Settings

The user is allowed to create, change, upload and download configuration files from/to the DFR.

4% TESLA Control Panel - [Settings] O X
File Help
Mame Settings Date Comment Edit
Configurations for Eighteen Channel e
£ Saved Settings Load to [ED
2018-02-09_2247.04 2018 Jan 11 08:47:22 Production Test 256sc 18ch 4000 60Hz Dec09
Copy
Delete
Rename
Import
SaveAs
Copy from
other IED
New
Refresh
Close

Main Menu Settings | Identification I Records J Records Cu...J Trends J Trends Curmgl Time J Continuous J

Figure 38 - Update account TESLA Settings Menu

8.10 Maintenance

The user can perform some maintenance options in the unit.

8.10.1 System Diagnostics

Allows the user to see messages in the system diagnostics as well as to get diagnostics.
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% TESLA Control Panel - [Maintenance] — [m] X
File Help

System Diagnostics

SysLog Records:

2018 Feb 28 21:30:57 UIC RcdMaker (Recorder 0): Cannot find any events for time 1515853448.500000 to 1519853449.: A
2018 Feb 28 21:30:28 UIC RcdMaker (Recorder 0): Cannot find any events for time 1515853419.800000 to 1515853420.:
2018 Feb 28 21:28:3% UIC Notifier-RegServ-child: cannot connect to Record Base, error number 260

2018 Feb 28 21:28:25 UIC RcdMaker (Recorder 0): Cannot find any events for time 1519853296.800000 to 1519853297.!
2018 Feb 28 21:28:01 UTC dsp:¥r5t50D0= 0x00052DD&, QDOff= 0x00000000 ctrl= 0x00000000 =z=-21600

2018 Feb 28 21:28:00 UIC TimeServ: detected RIC(0x00000074) time source

2018 Feb 28 20:46:07 UTC Supervisor: Dsp settings version verification completed

201% Feb 28 20:45:44 UIC Supervisor: System restarted

2018 Feb 28 20:45:43 UIC Extn time src disconnected

2018 Feb 28 20:45:43 UIC dsp:¥r5t50D= 0x000523F0, QDOff= Ox00000000 ctrl= 0x00000000 z=-21&00

2018 Feb 28 20:45:35 UIC TimeServ: detected RIC(0x00000074) time source

2018 Feb 28 20:45:35 UTC TimeServ: Received first time report after startup

2018 Feb 28 20:45:23 UIC ax#sxxax® Sypervisor Creating System Tasks **#*rsasax

2018 Feb 28 20:07:54 UTC Supervisor: Dsp settings version verification completed

201% Feb 28 20:07:31 UIC Supervisor: System restarted

2018 Feb 28 20:07:31 UIC Extn time src disconnected

2018 Feb 28 20:07:31 UIC dsp:¥r5t50D= Ox000S51AFC, QDOff= Ox00000000 ectrl= 0x00000000 z=-21&00

2018 Feb 28 20:07:23 UIC TimeServ: detected RIC(0x00000074) time source

2018 Feb 28 20:07:23 UIC TimeServ: Received first time report after startup v
Refresh
', System Diagnostics / Restore Defaults Storage Memary PPP IP Addresses
| Close
Main Menu I Settings I Identification I Records I Records Co...l Trends J Trends ConﬁgJ Time J Continuous ... Maintenance
Figure 39 — Update account System Diagnostic Log
8.10.2 Restore Defaults
The user can restore default configuration in the DFR.
% TESLA Control Panel - [Maintenance] — [m] x
File Help
Restore Defaults
Restore default settings file, calibration, time
AEEERIITES coordinates and ports configuration on IED
Restore Default Seftings File Restore default settings file on IED
Restore default time coordinates and ports
e configuration (including network redundancy if
installed) on IED
| | | [\ System Diagnostics }\Restore Defaults /\ Storage Memory }\ PPP IP Addresses f
‘ Close
Main Menu ] Settings ] |dentification J Records ] Reconds Co...l Trends J Trends Conﬂg] Time I Continuous . Maintenance

Figure 40 - Update account Restore Default Configuration tab

8.10.3 Storage Memory

The user has access to some of the storage maintenance commands such as repair, reinitialize or check the flash
drive. However, if the flash drive will be changed for a new one, then this option will be disabled and only the
Activate Record Storage Command will be available.
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% TESLA Control Panel - [Maintenance] - O *
File Help

Storage Memory Maintenance

Command Log

Storage Maintenance Commands

Activate Record Storage
O Check/Repair Record Storage
O Reinitialize Record Sterage
O Check/Repair CDR Storage
() Reinttialize COR Storage

Execute

| | | [\ System Diagnostics }\ Restore Defaults ,\StorageﬁemorvA PPP IP Addresses f

‘ Close

Main Menu J Settings I Identification J Recaords I Records Co. J Trends J Trends Corﬂng Time J Continuous .. Maintenance

Figure 41 - Update account Storage Maintenance tab

8.10.4 PPP IP Addresses
Allows the user to modify the Point to Point IP addresses.

% TESLA Control Panel - [Maintenance] — O X
File Help

Point-To-Point IP Address

Control Panel

Port 450 Local IP Address:| 192 . 188 . 102 . 152

Port 450 Remote IP Address: | 192 . 168 . 102 . 153

Port 405 or Internal Modem Local IP Address:| 192 . 168 . 103 . 154

Port 405 or Internal Modem Remote IP Address:( 182 . 168 . 103 . 155

RecordBase Central Station

Port 405 or Internal Modem Local IP Address:| 192 . 168 . 104 . 156

Port 405 or Internal Modem Remote IP Address:| 152 . 188 . 104 . 157

The PPP IP addesses are used to establish TCP/IP serialmodem connections
using the point-to-point protocol (PPP).

Normally, the default PPP IP addresses don't have to be modified. Modification
may be reguired if one of the default IP address pairs conflicts with the actual
LAN IP addresses in use.

| | ‘ |\ System Diagnostics f\ Restore Defaults f\ Storage Memory )\PPPIPMdressesf

‘ Cancel Save Close

Reconds J Records Cu..J Trends J Trends CunﬁgJ Time J Continuous .. Maintenance
Figure 42 - Update account PPP IP Addresses tab

Main Menu I Settings J Identification

8.11 Firmware Update

Allows the user to update the recorder’s firmware (including remotely). Firmware update files will be provided by
ERLPhase upon request by the user.
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% TESLA Control Panel - [Firmware Update] - O b
File Help
Firmware Update (Press F7 to view Instructions)
(LY ndlEighteen Channel
File Name: Browse
Start Update
Firmware Update Log:
Get Update Log
I Close
Figure 43 - Update account Firmware Upgrade Utility
9 Default Maintenance Account
This account has access to time settings and the maintenance functions in the DFR.
All other functions are disabled for this account, except Time and Maintenance.
% TESLA Control Panel - [Main Menu] — O x
File Help
- Identification Name Location Model Configuration £
Records
MTrends TESLA DEWO TESLA TESLA2000 - 36 Channels
Continuous Recording TESLA Demo Unit TESLA TESLA 2000 - 38 Channels
¥ Time | TESLA redund TESLA TESLA 2000 - 36 Channels
- Settings tesla test pmu TESLA TESLA 2000 - 36 Channels
- Maintenance TESLA-4000 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170310-02 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170310-05 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170310-06 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170310-07 TESLA TESLA 2000 - 38 Channels
TESLA-4000-170625-02 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170625-05 TESLA TESLA 2000 - 36 Channels
TESLA3000 CS TESLA TESLA 2000 - 36 Channels
TESLQA 2000 TESLA TESLA 2000 - 36 Channels
TESLA Demostracion TESLA TESLA 3000/4000 - 36 Channels
Kanan 4 TESLA 4003 TESLA 4003 - 38 Channels
Kanan 3 TESLA 4003 TESLA 4003 - 36 Channels
TESLA-4000-170822-01 TESLA 3000/4000 - 18 Channels
TESLA 4000 CS TESLA 3000/4000 - 36 Channels
TESLA-4000-160114-03 TESLA 3000/4000 - 36 Channels

Eighteen Channel

3 SLA 3000/4000 - 18 Channels

Add New

Delete

Exit

9.1 Maintenance

Allows the user to perform complete maintenance functions in the DFR.

Figure 44 - Main Menu tree for Update account
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9.1.1 System Diagnostics

Users can view and download the diagnostic file in the DFR.

8, TESLA Control Panel - [Maintenance] - O s
File Help

System Diagnostics

SyslLog Records:

2018 Feb RcdMaker (Recorder 0): Cannot find any events for time 1519853448.800000 to 151985344S.: A

2018 Feb RcdMaker (Recorder 0): Cannot find any events for time 1519853419.800000 to 1519853420.:

2018 Feb Notifier-RegServ-child: cannot connect to Record Base, error number 260

2018 Feb RcdMaker (Recorder 0): Cannot find any events for time 1519853296.800000 to 15198532597.!

2018 Feb dsp:Yr5cS50D= 0x00052DDA, QDOff= 0x00000000 ctrl= 0x00000000 z=-21&00

2018 Feb TimeServ: detected RIC(0x00000074) time source

2018 Feb Supervisor: Dsp settings version verification completed

2018 Feb Supervisor: System restarted

2018 Feb Extn time src disconnected

2018 Feb dsp:Yr5t50D= 0x000523F0, QDOff= 0x00000000 ctrl= 0x00000000 =z=-21600

2018 Feb TimeServ: detected RIC(0x00000074) time source

2018 Feb TimeServ: Received first time report after startup

2018 Feb **X*AA&*® Sypervisor Creating System Tasks **Aka&aax

2018 Feb Supervisor: Dsp settings version verification completed

2018 Feb Supervisor: System restarted

2018 Feb Extn time src disconnected

2018 Feb dsp:Yr5c50D= 0x00051AFC, QDOff= 0x00000000 ctrl= 0x00000000 z=-21&00

2018 Feb TimeServ: detected RIC(0x00000074) time source

2018 Feb TimeServ: Received first time report after startup w
Refresh Get Diagnostics

) System Diagnostics/i Restore Defaults )\ Storage Memory )\ IED Network Utilities )\ PPP IP Addresses f

Close
Figure 45 - Maintenance account System Diagnostic tab
9.1.2 Restore Defaults
Users can restore the DFR to factory settings.
% TESLA Control Panel - [Maintenance] - O *
File Help
Restore Defaults
Restore defautt =ettings file, calibration, time:
Restore Al Defaufis coordinates and ports configuration on IED
Restore Default Settings File Restore default settings file on [ED
Restore defautt time coordinates and ports
FEEEDLTELEEND configuration (including network redundancy if
installed) on ED
| | | [\ System Diagnostics )\Regtore Defaults /{ Storage Memory )\ 1ED Metwork Utilities )\ PPP IP Addreszes /
‘ Close

Main Menu ]

Time Maintenance J

Figure 46 - Maintenance account Restore Default Configuration tab
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9.1.3 Storage Memory
Users can make changes to the memory configuration such as activation of new memory, check memory, and

reinitialize record storage/CDR.

%, TESLA Contral Panel - [Maintenance] - [m} X
File Help
Storage Memory Maintenance
Command Log:
Storage Maintenance Commands

O Activate Record Storage

O Check/Repair Record Storage
O Reinitialize Record Storage
O Check/Repair COR Storage
() Reinttialize COR Storage

Execute
| | | [\ System Diagnostics )\ Restore Defaults )\Storage Memow/{ IED Metwork Utilities )\ PPP IF Addresses f
Close
Figure 47 - Maintenance account Storage Maintenance tab
9.14 IED Network Utilities
Users can view the network information.
- [m} X

% TESLA Control Panel - [Maintenance]

File Help

IED Network Utilties.

Command Log:

View Protocol Statistics

View Active Sockets

View Routing Tables

Flush Gatewray Entries

Ping

| | | [\ System Diagnostics )\ Restore Defaults )\ Storage Memory }\I[DNetwurkutilities/{ PPP IP Addresses f
Close

Main Menu ] Time Maintenance

Figure 48 - Maintenance account IED Network Utilities tab
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9.1.5 PPPIP Addresses
Users can modify the Point to Point IP addresses.

% TESLA Control Panel - [Maintenance] - O x
File Help

Point-To-Point IP Address

Control Panel

Port 450 Local P Address:| 192 . 188 . 102 . 152

Port 450 Remote IP Address:| 192 . 188 . 102 . 153

Port 405 or Internal Modem Local IP Address:| 192 . 168 . 103 . 154

Port 405 or Internal Modem Remote IP Address:| 192 = 168 . 103 . 155

RecordBase Central Station

Fort 405 or Internal Modem Local IP Address:| 192 . 168 . 104 . 156

Port 405 or Internal Modem Remote IP Address:( 192 . 168 . 104 . 157

The PPP IP addesses are used to establish TCP/IP serialmodem connections.
using the point-to-peint protocol (PPP).

Normally, the default PPP IP addresses dont have to be modified. Modification
may be required if one of the default IP address pairs conflicts with the actual
LAN IP addresses in use.

| | | [\ System Diagnostics )\ResmreDefauhs ;f\ Storage Memary )\ IED Metwork Utlities }\PFPIPMdresses/

Close

w
&
T

‘ Cance

Main Menu ] Time Maintenance

Figure 49 - Maintenance account PPP IP Addresses tab

10 Default Coop Account

This user account can view the members of a coop group and also get status of all DFRs in that coop group.
However, this user will not be able to edit the coop group configuration or view the records in the DFR.

Please note that to set up a coop mode, the following roles will be required:
e Engineer
e Update

This user account is used for inter-IED communication in a coop group.

11 Default Secaudit Account

This user account can view the DFR’s security audit trail, which is a log that contains details of the user logins,
settings changes, update, triggers, etc. All the other functions are blocked as this user is only intended for security
event monitoring of the DFR.
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% TESLA Control Panel - [Main Menu] — O x

File Help
Idertification Name Location Model Configuration 2
Records
Trends TESLA DEMOD TESLA TESLA 2000 - 35 Channels
Continuous Recording TESLA Demo Unit TESLA TESLA 2000 - 38 Channels
Time: TESLA redund TESLA TESLA 2000 - 38 Channels
Settings tesla test pmu TESLA TESLA 2000 - 36 Channels
TESLA-4000 TESLA TESLA 2000 - 35 Channels
TESLA-4000-170310-02 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170310-05 TESLA TESLA 2000 - 38 Channels
TESLA-4000-170310-06 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170310-07 TESLA TESLA 2000 - 35 Channels
TESLA-4000-170623-02 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170628-05 TESLA TESLA 2000 - 38 Channels
TESLA3000 CS TESLA TESLA 2000 - 36 Channels
TESLQA 2000 TESLA TESLA 2000 - 35 Channels
TESLA Demostracion TESLA TESLA 300044000 - 36 Channels
Kanan 4 TESLA 4003 TESLA 4003 - 38 Channels
Kanan 3 TESLA 4003 TESLA 4003 - 36 Channels
TESLA-4000-170822-01 TESLA 3000/4000 - 18 Channels.
TESLA 4000 CS TESLA 3000/4000 - 36 Channels.
TESLA-4000-160114-03 TESLA 300044000 - 36 Channels
:
Edit Add New Delete
‘ Ezit

] Main Menu

Figure 50 - Main Menu tree of the Secaudit account

11.1 Audit Trail

This user is allowed to view the audit log of all the activities captured within the DFR, such as user login/logouts,
failed user login attempts, password changes, configuration file changes, etc. This user can save these messages
into a file.

4, TESLA Control Panel - [Audit Trail] — m] ®
File Help
Audit Trail
Audit Trail Records:
SEQN DTM USR CL&SS HRME DETAILS EXTINFO X
1254 2018-03-01T16: secauditil event LAUDITRAIL opr= 'exXport' sts= 'success'
1253 2018-03-01T1é: secauditil event LOGIN sts= 'success:pswdupdate rgd' prtcl= "ICP' po...
1252 2018-03-01T16: % SUPVR % alarm SYSTEM opr= 'startup’
1251 2018-03-01T16: % SUEVR % alarm SYSTEM opr= 'bootup'
1250 2018-03-01T15: secadminild event LOGIN sts= 'success:pswdupdate rgd' prtcl= '"ICP' po...
1249 2018-03-01T15: secadmingls event LoGOUT sts= 'manual’
1248 2018-03-01T15: secadmintls event LOGIN sts= 'success:pswdupdate rgd' prtcl= '"ICP' po...
1247 2018-03-01T15: rbcs3l? event LoGOUT sts= 'manual’
l24¢ 2018-03-01T15: rbcssl? event EVENIS opr= 'export' sts= 'success'
1245 2018-03-01T14: rbessl7 event LOGIN sts= 'success:pswdupdate rgd' prtcl= '"ICP' po...
1244 2018-03-01T14: rbcstlé event LoGOUT sts= 'manual’
1243 2018-03-01T14: rbcstle event LOGIN sts= 'success:pswdupdate rgd' prtcl= "ICP' po...
1242 2018-03-01T14: operatortls event LOGOUT sts= 'manual’
1241 2018-03-01T14: operatortls event LOGIN sts= 'success:pswdupdate rgd' prtcl= "ICP' po...
lz40 2013-03-01T14: rbcs3ld event LOGOUT sts= 'manual’ 9
< >
Save to File Refresh
‘ Close

Main Menu Audi Trail

Figure 51 - Secaudit account Audit Trail log

12 Default RBCS Account

This user can view the IED information and record capture configurations. They can download the records from
the DFR but cannot delete records. All the other functions remain blocked.
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% TESLA Control Panel - [Main Menu] — O *

File Help
Identfication Name Location Model Configuration 2
[z~ Records
Corfiguration TESLADEMO TESLA TESLA 2000 - 36 Channels
Trends TESLA Demo Unit TESLA TESLA 2000 - 36 Channels
Continuous Recording TESLA redund TESLA TESLA 2000 - 36 Channels
Settings tesla test pmu TESLA TESLA 2000 - 36 Channels
TESLA-4000 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170310-02 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170310-05 TESLA TESLA 2000 - 35 Channels
TESLA-4000-170310-08 TESLA TESLA 2000 - 35 Channels
TESLA-4000-170310-07 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170629-02 TESLA TESLA 2000 - 36 Channels
TESLA-4000-170625-05 TESLA TESLA 2000 - 36 Channels
TESLA3000 CS TESLA TESLA 2000 - 36 Channels
TESLQA 2000 TESLA TESLA 2000 - 36 Channels
TESLA Demostracion TESLA TESLA 300044000 - 35 Channels
Kanan 4 TESLA 4003 TESLA 4003 - 36 Channels
Kanan 3 TESLA 4003 TESLA 4003 - 36 Channels
TESLA-4000-170822-01 TESLA TESLA 300042000 - 18 Channels
TESLA 4000 CS TESLA TESLA 300042000 - 36 Channels
TESLA-4000-180114-03 TESLA TESLA 300042000 - 36 Channels
Eighteen Channel TESLA 300044000 - 12 Channels w
Edit Add News Delete
‘ Exit

| Main Menu
Figure 52 - Main Menu tree of the RBCS account

13 Default lecFtp Account

This user account only has the INSTALLER role. This is the default user account needed to login to the recorder
to enable/configure 61850 communications. This user has all the rights of an installer including making changes to
the identification screen, time settings, communication, calibration and getting the settings file from the DFR, but
cannot load settings into the DFR. Also, this user can only view records, trends and CDR available locally.
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% TESLA Control Panel - [Main Menu]

|=| & &

File Help

Name Location

TESLA Demo Unit
Cortinuous Recording
Metering TESLA4000-laks2
Communication Stans

Time Stan1

Calibration Stan?

Stan3

Stand

TLitelP235

Wpg Rec 1

Wpg Rec 2

Wpg Rec 3

Wpg Rec 4
Eighteen Channel
TESLA 4000 CS
tesla74

KOLOA Koloa
Wpg Verification

Wpg CS Coop

Bob1

Bob coop

Wpg - Verification
Wiinipeg, MB
Winnipeg, MB.
Winnipeg, MB.
Winnipeg, MB.

Configuration

TESLA 2000 - 36 Channels
TESLA 3000/4000 - 36 Channels
TESLA 3000/4000 - 36 Channels
TESLA 3000/4000 - 36 Channels
TESLA 3000/4000 - 36 Channels
TESLA 3000/4000 - 36 Channels
TESLA 3000/4000 - 36 Channels
TESLA 3000/4000 - 36 Channels
54 Current Inputs.

TESLA 3000/4000 - 36 Channels
TESLA 3000/4000 - 36 Channels
TESLA 3000/4000 - 36 Channels
TESLA 3000/4000 - 36 Channels
TESLA 3000/4000 - 18 Channels
TESLA 3000/4000 - 36 Channels
TESLA 3000/4000 - 36 Channels
TESLA 3000/4000 - 36 Channels
TESLA 4000 - Cooperative Mode
TESLA 4000 - Cooperative Mode
TESLA 3000/4000 - 36 Channels
TESLA 4000 - Cooperative Mode

| Disconnect | | Edit

|| AddNew

Delete

Settings | Calibration I

Main Menu

Figure 53 - Main Menu tree of the lecFtp account

The specifications and product information contained in this document are subject to change without notice. In case of
inconsistencies between documents, the version at www.erlphase.com will be considered correct. (D4363R00.00)
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