
 

 

 

 

 

TESLA 4000 firmware v2.0  

Default User Accounts  

 

1 Introduction  

The TESLA 4000 DFR has been updated to offer enhanced cyber security features to comply IEEE standards on 

cyber security and also to comply with NERC standard PRC-002-2. With this revision, several changes to other 

TESLA 4000 DFR software interfaces are also required/included, affecting how the recorder is accessed.  

2 Objective 

This document explains the details associated with the factory issued default user accounts included with this 

TESLA v2.0 firmware upgrade. 

There are 10 default user accounts provided, each with different roles and privileges assigned to it.  

These user accounts can be categorized as shown in the figure below, into 3 groups: the operating accounts, the 

set-up accounts, and management and control accounts. 

 



 

 

 

 

The following table summarizes the various user accounts and includes the default passwords and factory-default 

roles assigned to each account. 

Table 1 - Account names and default privileges 

User name Default Password Roles Description 
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view View@2015 X          Similar to the ‘view’ user in the 

firmware prior to the v2.0 but more 

restricted 

change Change@2015 X X X        Similar to the ‘change’ user in the 

firmware prior to the v2.0. 

service Service@2015 X X X X       Similar to the ‘service’ user in the 

firmware prior to the v2.0 

maintenance Maintenance@2015         X  Similar to the ‘maintenance’ user in 

the firmware prior to the v2.0 

update Update@2015          X Similar to the ‘update’ user in the 

firmware prior to the v2.0 

rbcs Rbcs@2015       X X   New user account to be used by 

RecordBase Central Station for 

ReqServer based communication 

secadmin Secadmin@2015     X      New user account to manage 

security configuration 

secaudit Secaudit@2015      X     New user account to manage 

security audit 

coop Coop@2015        X   New user account to be used for 

inter-IED communication in 

cooperative mode 

IecFtp ERLPhase2010    X       Compatibility user account to be 

used for ERL 61850 IED 

Configurator 

 

NOTE:  All of the information shown in this document is as provided with the factory shipped default configuration. 

The end user may change these assignments to fit their individual role-based, cyber-security access 

requirements, according to their individual requirements/needs. Defaults are provided as an out-of-the box, 

functional starting point. 

3 Getting Started 

When connecting to the TESLA, using TESLA Control Panel, the following login prompt appears. 



 

 

 

 

 

Figure 1 - Login prompt when connected to the TESLA 

The first order of business is to configure the cyber-security settings, using the “secadmin” account.  

4 Default “secadmin” Account  

The “secadmin” role creates and configures all of the user accounts and assigns them with their respective roles 

and privileges. The “secadmin” account has only the SECADMIN role (i.e. no other roles can be combined with it). 

Logging into TESLA using the “secadmin” account gives the following screen. 

 

Figure 2 - Main menu screen 

Clicking on the Security option (last selection on the left pallet of the Main Menu), takes you to the Security page 

as shown in Figure 3. 



 

 

 

 

 

Figure 3 - Security configuration utility 

The available accounts can be viewed by user or by role. 

The users shown in Figure 3 above are the default user accounts. The ““secadmin” can add/delete/edit user 

accounts. Also, the password complexity, access rules, export and import of security configuration file are 

managed by the ““secadmin” user. This account also has rights to configure communication parameters. All other 

functions are blocked for this account. 

A maximum 32 users can be added.  

NOTE: No other role can be combined with the SECADMIN role.  

a) This account is the most important user account. The user is advised to create more than one 

““secadmin” account, as a back-up to when the ““secadmin” user forgets the password, leaves, or 

changes roles within the organization. 

b) The user is advised to change the factory provided default passwords, in order to maximize the security 

and effectiveness of cyber-security access to the recorder. 

c) It’s the “secadmin’s” role to set all the security related configuration settings for the units, as well as 

creating/configuring all the user accounts. 

d) If a user has more than one unit and wishes to have same security configuration on all of its recorders, 

the export/import feature can be used to copy the security configuration file on other devices.  

5 Default View Account  

The following section describes all the options available for the View user.  



 

 

 

 

 

Figure 4 - Menu tree for View user account 

5.15.15.15.1 Identification     

This option describes the device’s general information, serial number, name and substation number/location. All 

fields are read-only for the user. No modifications can be done.  

*The following image is for demonstration purposes only, information in this screen may differ from the device the 

user is logged-in to. 

 

Figure 5 – User account Identification tab 



 

 

 

 

5.25.25.25.2 Records    

This option allows the user to see the list of high speed or swing records stored in the unit, however they will not 

be able to download (locally store) or delete these records. 

Locally stored/available records can be analyzed by this account. 

.  

Figure 6 - User account Records tab 

5.35.35.35.3 Trends    

This option allows the user to see any trend records stored in the unit, however they will not be able to download 

(locally store) or delete these records.  

 



 

 

 

 

 

Figure 7 - User account Trend Records tab 

5.45.45.45.4 Continuous Recording    

This option allows the user to see any continuous recording records stored in the unit, however they will not be 

able to download (locally store) or delete these records. 

 

 

Figure 8 - User account Continuous Recording tab 

5.55.55.55.5 Events     

This option allows the user to see any sequence of events records stored in the unit, however they will not be able 

to download (locally store) or delete these records. The events may be printed or exported to a CSV file.  



 

 

 

 

 

Figure 9 - User account Sequence of Events Log tab 

5.65.65.65.6 Metering Screen    

This option will allow the user to view the metering of the analog and digital channels, as well as the user-

configured metering and PMU analogs and phasors (if configured). 

 

Figure 10 - User account Metering tab 

5.75.75.75.7 Time    

This option will allow the user to view the time settings in the unit, however no changes are allowed.  



 

 

 

 

 

Figure 11 - User account Time tab 

5.85.85.85.8 Settings    

This option will just open the settings screen. No upload or download of configurations is available for this user 

account, however users can create new configuration files and save them locally.  

 

Figure 12 - User account TESLA Settings Menu 

NOTE: To be able to download records and view setting files, add an OPERATOR role to this user account. 



 

 

 

 

6 Default Change Account  

This user account has the VIEWER, OPERATOR and ENGINEER roles linked to it. 

 

Figure 13 - Main Menu tree for Change Account 

6.1 Identification 

This option will allow the user to see the unit’s serial number, firmware version, settings version, and 

communication version and system frequency. It also allows the user to modify the Station Name, Station 

Number, Location and access to the unit’s SafeShutDown option. 



 

 

 

 

 

Figure 14 - Change account Identification tab 

6.26.26.26.2 Records    

This option will allow the user to see what records are stored inside the DFR, as well as the ability to download 

and erase records, and trigger manual records. 

 

Figure 15 - Change account Records tab 



 

 

 

 

6.36.36.36.3 Record Configuration    

This user can change the record length of fault (high speed) and swing (low speed) records, as well as the 

accumulation mode of the records (i.e. either can be recycled or stopped when full). Users can also set the 

storage alarms. 

 

Figure 16 - Change account Records Configuration tab 

6.46.46.46.4 Trends    

This option will allow the user to download, graph and delete trend records stored in the DFR. 

 



 

 

 

 

 

Figure 17 - Change account Trend Records tab 

6.56.56.56.5 Trend Configuration    

This option will allow the user to configure the memory retention policy of the trend recordings and also displays 

the sample rate configured. 

 

Figure 18 - Change account Trend Configuration tab 



 

 

 

 

6.66.66.66.6 Continuous Recording (CDR)    

This option will allow the user to download the CDR files stored inside the DFR, as well as display the Data 

Summary of the CDR records like status, sampling rate, and retention period. 

 

Figure 19 - Change account Continuous Recording tab 

6.76.76.76.7 Events    

Users can see all events stored in the memory of the DFR. These events may be erased, printed or exported to a 

CSV file. 



 

 

 

 

 

Figure 20 - Change account Sequence of Event Log tab 

6.86.86.86.8 Metering Screen    

Users are allowed to view the metering of analog and digital channels, as well as user-configured metering and 

PMU analogs and phasors in real time (if configured). 

 

Figure 21 - Change account Metering PMU Phasors tab 

6.96.96.96.9 Communication    

This option will allow the user to make changes to the communication configuration. 



 

 

 

 

6.9.16.9.16.9.16.9.1 Serial     

This tab will allow changes to the communication parameters with the USB port (450), RS232 port (405) and the 

internal modem. 

 

Figure 22 - Change account Communications tab 

6.9.26.9.26.9.26.9.2 Ethernet     

This tab allows the user to make changes to the IP address and Subnet Mask of port 401 and 402, and also the 

Gateway and TCP/IP Port selection. 

 

Figure 23 - Change account Ethernet Ports tab 



 

 

 

 

6.9.36.9.36.9.36.9.3 PMU     

This tab will allow the user to make changes to PMU communication parameters. 

 

Figure 24 – Change account PMU Communications configuration tab 

6.9.46.9.46.9.46.9.4 IEC 61850    

This tab will allow the user to change the port configured for IEC 61850 communication. 

 

Figure 25 - Change account IEC 61850 Port selection tab 

6.9.56.9.56.9.56.9.5 RBCS     

This tab will allow the user to make changes to the RBCS communication parameters. 



 

 

 

 

 

Figure 26 - Change account RBCS Communications configuration tab 

6.106.106.106.10 Time    

The user can view the time settings in the DFR and also make changes to the time settings such as type of signal 

source, time zone, IP address (in cases when an SNTP server is used), and to manually set the time (in the cases 

when there is no GPS clock connected).  



 

 

 

 

 

Figure 27 - Change account Time configuration tab 

6.116.116.116.11 Calibration    

The user can calibrate and save each analog channel as well as the DSP clock. 

 



 

 

 

 

 

Figure 28 - Change account Analog Calibration tab 

6.126.126.126.12 Settings    

The user is allowed to create, download and upload configuration files for the DFR. 

 

Figure 29 - Change account TESLA Settings menu 

7 Default Service Account  

The service user account has VIEWER, OPERATOR, ENGINEER and INSTALLER roles. All the options available 

for the service user account is similar to change user account and thus, the screens remain the same. 



 

 

 

 

8 Default Update Account  

This user account has the rights to update the firmware of the DFR, as well as view and download the unit’s 

systems diagnostics file.  

8.18.18.18.1 Main Menu     

Access is very similar to the Change and Service user accounts, however some functions may be limited, as the 

focus of this user is to update the DFR. 

 

Figure 30 – Main Menu tree for Update account 

8.28.28.28.2 Identification    

User can only see the unit identification details of the DFR. 



 

 

 

 

 

Figure 31 - Update account Identification tab 

8.38.38.38.3 Records    

The user can download records from the DFR, however the ability to delete and trigger records is disabled.  

 

Figure 32 - Update account Records tab 

8.48.48.48.4 Record Configuration    

This user can only see the configuration of the recording parameters. 



 

 

 

 

 

Figure 33 - Update account Record Configuration tab 

8.58.58.58.5 Trends     

This option allows the user to download any trend records in the DFR, however the ability to delete any trends is 

disabled. 

 

Figure 34 - Update account Trend Records tab 

8.68.68.68.6 Trend Configuration    

This allows the user to only view the trend configuration parameters; no editing can be done. 



 

 

 

 

 

Figure 35 - Update account Trending Configuration tab 

8.78.78.78.7 Continuous Recording     

This option is disabled for the Update user, however if there are any CDR records locally available, they can be 

opened. The user gets a “Limited Access Notification” pop up. 

 

Figure 36 - Update account Continuous Recording tab 

8.88.88.88.8 Time     

The user is allowed to view the time settings in the DFR. 



 

 

 

 

 

Figure 37 - Update account Time tab 

8.98.98.98.9 Settings    

The user is allowed to create, change, upload and download configuration files from/to the DFR. 

 

Figure 38 - Update account TESLA Settings Menu 

8.108.108.108.10 Maintenance     

The user can perform some maintenance options in the unit. 

8.10.18.10.18.10.18.10.1 System Diagnostics     

Allows the user to see messages in the system diagnostics as well as to get diagnostics. 



 

 

 

 

 

Figure 39 – Update account System Diagnostic Log 

8.10.28.10.28.10.28.10.2 Restore Defaults     

The user can restore default configuration in the DFR. 

 

Figure 40 - Update account Restore Default Configuration tab 

8.10.38.10.38.10.38.10.3 Storage Memory     

The user has access to some of the storage maintenance commands such as repair, reinitialize or check the flash 

drive. However, if the flash drive will be changed for a new one, then this option will be disabled and only the 

Activate Record Storage Command will be available. 



 

 

 

 

 

Figure 41 - Update account Storage Maintenance tab 

8.10.48.10.48.10.48.10.4 PPP IP Addresses     

Allows the user to modify the Point to Point IP addresses. 

 

Figure 42 - Update account PPP IP Addresses tab 

8.118.118.118.11 Firmware Update     

Allows the user to update the recorder’s firmware (including remotely). Firmware update files will be provided by 

ERLPhase upon request by the user. 



 

 

 

 

 

Figure 43 - Update account Firmware Upgrade Utility 

9 Default Maintenance Account  

This account has access to time settings and the maintenance functions in the DFR.  

All other functions are disabled for this account, except Time and Maintenance. 

 

Figure 44 - Main Menu tree for Update account 

9.19.19.19.1 Maintenance    

Allows the user to perform complete maintenance functions in the DFR.  



 

 

 

 

9.1.19.1.19.1.19.1.1 System Diagnostics     

Users can view and download the diagnostic file in the DFR. 

 

Figure 45 - Maintenance account System Diagnostic tab 

9.1.29.1.29.1.29.1.2 Restore Defaults     

Users can restore the DFR to factory settings. 

 

Figure 46 - Maintenance account Restore Default Configuration tab 



 

 

 

 

9.1.39.1.39.1.39.1.3 Storage Memory     

Users can make changes to the memory configuration such as activation of new memory, check memory, and 

reinitialize record storage/CDR. 

 

Figure 47 - Maintenance account Storage Maintenance tab 

9.1.49.1.49.1.49.1.4 IED Network Utilities     

Users can view the network information. 

 

Figure 48 - Maintenance account IED Network Utilities tab 



 

 

 

 

9.1.59.1.59.1.59.1.5 PPP IP Addresses    

Users can modify the Point to Point IP addresses. 

 

Figure 49 - Maintenance account PPP IP Addresses tab 

10 Default Coop Account  

This user account can view the members of a coop group and also get status of all DFRs in that coop group. 

However, this user will not be able to edit the coop group configuration or view the records in the DFR. 

Please note that to set up a coop mode, the following roles will be required: 

• Engineer 

• Update 

This user account is used for inter-IED communication in a coop group. 

11 Default Secaudit Account  

This user account can view the DFR’s security audit trail, which is a log that contains details of the user logins, 

settings changes, update, triggers, etc. All the other functions are blocked as this user is only intended for security 

event monitoring of the DFR. 



 

 

 

 

 

Figure 50 - Main Menu tree of the Secaudit account 

11.1 Audit Trail 

This user is allowed to view the audit log of all the activities captured within the DFR, such as user login/logouts, 

failed user login attempts, password changes, configuration file changes, etc. This user can save these messages 

into a file. 

 

Figure 51 - Secaudit account Audit Trail log 

12 Default RBCS Account 

This user can view the IED information and record capture configurations. They can download the records from 

the DFR but cannot delete records. All the other functions remain blocked. 



 

 

 

 

 

Figure 52 - Main Menu tree of the RBCS account 

13 Default IecFtp Account 

This user account only has the INSTALLER role. This is the default user account needed to login to the recorder 

to enable/configure 61850 communications. This user has all the rights of an installer including making changes to 

the identification screen, time settings, communication, calibration and getting the settings file from the DFR, but 

cannot load settings into the DFR. Also, this user can only view records, trends and CDR available locally.  



 

 

 

 

 
Figure 53 - Main Menu tree of the IecFtp account 

The specifications and product information contained in this document are subject to change without notice. In case of 

inconsistencies between documents, the version at www.erlphase.com will be considered correct. (D4363R00.00) 

 


		2018-08-22T10:20:30-0500
	Lakshmi Rajamani




