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TESLA 4000 Interoperability Testing with IEC
61850 Edition 2 Devices

The current IEC 61850 implementation on TESLA 4000 recorders is based on Edition 1 (Ed. 1) of the IEC 61850
standard. Hence, it is necessary to demonstrate that TESLA 4000 recorders can be used in a mixed project
including both IEC 61850 Ed. 1 and Ed. 2 devices.

This application note presents some of the differences between Ed. 1 and Ed. 2 of the IEC 61850 standard.
Also, two use cases are used to evaluate TESLA 4000 recorders’ ability to operate with IEC 61650 Ed. 2
Intelligent Electronic Devices (IEDs) and IEC 61850 engineering tools.

TESLA firmware v2.1, TESLA Control Panel (TCP) v3.2 and ERL 61850 IED Configurator v2.2 were used.

Introduction

The IEC 61850 Ed. 1 Standard was released as a standard for ‘communication networks and systems in
substations’ in 2003/2004 by the TC 57 WG 10 [1]. However, soon after its release, it was discovered via
feedback from vendors, utilities, and other stakeholders that some applications/functionalities were missing.
Also, some aspects of the standards were ambiguous and subject to different interpretations. Furthermore, new
domains such as Distributed Energy Resources (DERSs) needed to be addressed by the standard. All these
factors necessitated the release of the IEC 61850 Ed. 2 Standard for ‘communication networks and systems for
power utility automation’ [2].

Differences Between IEC 61850 Ed. 1 and Ed. 2 Standards

The IEC 61850 standard supports backward compatibility of Ed. 2 devices with Ed. 1 [2]. However, backward
compatibility is optional and not mandatory [3]. Therefore, changes due to the replacement of an existing or
failed component, or the extension of existing systems with an Ed. 2 device could result in mixed projects
including both Ed. 1 and Ed. 2 devices.

Some of the changes in Ed. 2 of the IEC 61850 standard are discussed below:

1. References: Ed. 1 limits the dataset references used in control blocks to 65 characters, while Ed. 2 has
a maximum of 129 characters. There are two user defined parameters within the reference: (i) Logical
Device Name (up to 64 characters in Ed.2, and 32 characters in Ed. 1), and (ii) Logical Node prefix and
instance identifier (up to 12 characters in Ed. 2, 7 characters in Ed. 1).

Backward compatibility between Ed. 2 and Ed. 1 is possible as long as the references used by the Ed. 2
device or engineering tool is within the 65 characters defined in Ed. 1.

2. Naming Convention: A flexible naming feature was introduced in Ed. 2 [4], which includes: (i) product
naming in which the root of the address is always the IED where the object/indication is located, and (ii)
functional naming where the root of the address is given by the substation topology.

Although, Ed. 1 of the standard already defined these two naming conventions, additional details on
functional naming is provided in Ed. 2 of the IEC 61850 standard. Backward compatibility within a mixed
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project is possible by disabling the functional naming convention. That is, the product naming
convention should be used, rather than the functional naming convention. This naming will ensure that
all IEC 61850 subscribers (irrespective of their edition) will be able to process the information.

3. XML Schema: Ed. 2 specifies a new XML schema. This new schema includes new services and new
functionality for enhancing substation description. Therefore, Ed. 2 schema cannot be used for schema
validation of a project’'s SCL or devices based on Ed.1.

4. New Logical Node Classes: Ed. 2 has new Logical Nodes (LNs). LNs are now defined by IEC 61850-7-
4:2010 (no longer by IEC 61850-7-4:2003), to allow for power system automation processes, and for
communication between substations and from substations to control centres.

5. New Common Data Classes: Ed. 2 has new Common Data Classes (CDCs) for the new domains
recently introduced in the standard. Ed. 1 devices will be unable to deal with these new CDCs since the
structure and associated functionality are not covered in Ed. 1.

Also, some data objects and attribute names were changed in Ed. 2, as well as the data types of some
attributes. Furthermore, proprietary CDCs are prohibited in Ed. 2.

These new data classes will result in failure of clients or automation applications that rely on proprietary
CDCs or previous data objects and attributes.

6. Routable GOOSE (R-GOOSE) and Routable Sampled Values (R-SVs): R-GOOSE is introduced for
wide area applications. Also, synchrophasors are now referred to as R-SVs. Furthermore, security for R-
GOOSE and R-SV were introduced.

7. Test Mode: Simulation bit in the test mode was added in Ed. 2 for LN inputs.

8. Reporting: Ed. 2 specifies that no reports are to be generated for an attribute with a deadband value of
0. In Ed. 1, a deadband value of 0 would cause the IED to generate reports for any change in the
instantaneous value. This might result in the incorrect operation of Ed. 1 clients or applications because
of the lack of reports.

9. Network Redundancy: Ed. 2 proposes two redundancy protocols under IEC 62439 standard [5]: the
Parallel Redundancy Protocol (PRP) and High Availability Seamless Redundancy (HSR) protocol.
These standards were adopted to provide bumpless and reliable communication in power utility
automation.

This application note will investigate two TESLA 4000 use cases: use case 1 involving three Ed. 2 virtual IEDs
and use case 2 involving an actual Ed. 2 IED.

Use Case 1: Interoperability with Virtual Ed. 2 IEDs

A TESLA 4000 recorder’s ability to subscribe to IEC 61850 GOOSE messages published from Ed. 2 devices
was investigated. IEDScout was used in simulating virtual GE (Multilin D60 and MiCOM P143) IEDs and an
SEL-421 IED, respectively.

This combination required that the .CID files of the D60, MiCOM, and SEL-421 IEDs be imported into IEDScout,
and be used in simulating the publishing of GOOSE messages onto the network. Table 1 gives the SCL schema
versions used in creating the respective .CID files. It should be noted that the IED names used in the IEC 61850
GOOSE configuration of the GE and MiCOM IEDs should be unique in order to avoid a ‘duplicate IED name’
error during the engineering process.



Table 1: SCL schema version used

S/N | IED SCL Schema
1. GE Multilin v7.8

2. GE MICOM v1.7

3. SEL v2.49

The GE Multilin IED configuration was done using Enervista software, which also has an IEC 61850
configuration tool integrated in it. Enervista gives the option to configure Ed.1 or Ed. 2 Devices (Figure 1a). The
Ed. 2 option was selected for this application note. Figure 1b shows the GE D60 IEC 61850 GOOSE dataset
configuration. In this case, the statuses of the phase and ground distance protection elements (PhsDisPDIS and
GndDisPDIS) were used. Figure 2 shows the MIiCOM GOOSE configuration in MICOM S1 Agile software, using
the GGIO LN.
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Figure 1: GE D60 (a) IED properties showing IEC 61850 edition options, (b) dataset configuration
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Figure 2: GE MiCOM P143 GOOSE configuration tool

The SEL-421 IEC 61850 configuration was done in AcSELerator Architect software, selecting the Ed. 2 option
as shown in Figure 3a. Figure 3b shows the dataset configuration for publishing the target LEDs (TLEDGGIO) of
the SEL-421 IED. The .CID files of these IEDs are exported from their respective software environments.

N ——— - - B x

o SEL-421 IED Properties.
e 21 62 =
| EcetesoEdiion  Edtion2  Version 2007 Revision & | [URDSet03 |
Description
O rt i 1 Breaker Status and Targets
1P Address* 192.168.103.237
- IED Data Rems Dataset
SubnetMask®  [255.255.2520 Drag-n-drop or right click on a data item Dragn-drop o right-click on a data fem to reamange
B to add i to the dataset on the right Click column headers to soit
Gateway * 192.168.100.1
i = 0 | FC (Functional Constraint) GOOSE Capacity: 48 of 1261bytes
* Set via IED Port Settings ST (Status Information) e Data Attributes 6 of 200
=) w, TLEDGGIO7 A || Constraint  tem
MMS Settings MM Authentication:  OFF - m, Beh T 107 1nd01 -
o w e
MMS Inactivity Timeout: 900 - g Ind02 B
¥ g, Ind03

() (b)
Figure 3: SEL-421 (a) IED properties, (b) dataset configuration

The IEC 61850 engineering of the TESLA 4000 recorder was carried out in the ERL 61850 configuration tool.
The exported .CID files for the GE D60, MiCOM P143, and SEL-421 relays are imported into the ERL 61850
configuration tool. The datasets from these GOOSE publishers are mapped to the TESLA 4000 recorder as
indicated in Figures 4-5. This configuration is sent to the TESLA after all the publisher-to-subscriber mappings
have been carried out. The TESLA 4000 recorder must be power-cycled for these new settings to take effect.
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Figure 4: TESLA mapping of GE and SEL GOOSE messages
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Figure 5: TESLA mapping of MiCOM GOOSE messages

Figures 6-7 show the TCP configuration of the TESLA channels, virtual inputs and metering for the subscribed
GOOSE messages from the GE and SEL IEDs. Similar channels, virtual inputs and metering configurations are
done for the MiCOM IED, as shown in Figure 8. The TCP’s events and metering tabs are used in monitoring
these inputs in real time.
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Figure 6: TESLA channel configuration for GE and SEL virtual inputs
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Figure 7: TESLA settings for GE and SEL virtual input subscriptions
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Figure 8: TESLA settings for MiCOM virtual input subscriptions

The IEDScout environment for simulating the publishing of GOOSE messages by the GE D60, MiCOM P143,
and SEL-421 IEDs are shown in Figures 9-11.

The process involves the following:
e Import the SCL or .CID file of the IED GOOSE publisher to be simulated.

¢ Next, select the GOOSE dataset (located at the left pane of the IEDScout environment). The distance
protection (PDIS) data attributes of the D60 dataset have been set to ‘TRUE’ as shown in Figure 9.
Similarly, the GGIO LN of MiCOM P143 and SEL-421 target LED GGIO were set to ‘TRUE’, respectively
as shown in Figures 10-11.

e The ‘Simulate GOOSE’ menu is afterwards used in simulating the GOOSE publishing by the virtual
IEDs.
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Figure 9: IEDScout simulation of GE GOOSE messages
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Figure 10: IEDScout simulation of MIiCOM GOOSE messages
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Figure 11: IEDScout simulation of SEL-421 GOOSE messages

Figures 12-14 show the TESLA event and metering screens of the events captured by the TESLA as the binary
bits of these GOOSE messages were toggled from ‘TRUE’ (active) to ‘FALSE’ (inactive) in the IEDScout.
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File Edit Option Help
Line Local Time (exclude DST) uUTCc offset Station ... Unit ID Event
2019-0€—-19 13:39:21.624 —05:00 Line 1 Line 1 —... GOOSE:GVI:GOOSESELsukb2 Active
2 2019-0€-19 13:40:22.701 —-05:00 Line 1 Line 1 —... GOOSE:LVI:GOOSESELsub2 Active
3 2015-0€-195 13:28:48.074 —-05:00 Line 1 Line 1 —... GOOSE:GVI:GOOSESELsub2 Inactive
e 2019-0€6—-19 13:39:49.161 —05:00 Line 1 Line 1 —... GOOSE:LVI:GOOSESELsub2 Inactive
1 201%-0€-19 13:328:05.816 —-05:00 Line 1 Tine 1 —... GOOSE:GVI:GOOSESELsub2 Active
€ 2019-0€—-19 13:39:06.932 —05:00 Line 1 Line 1 —... GOOSE:LVI:GOOSESELsub2 Active
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8 2019-06—-19 13:39:06.903 —-05:00 Line 1 Line 1 —... GOOSE:LVI:GOOSESELsubl Active
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10 2019-06—-19 13:38:44.959 —-05:00 Line 1 Line 1 —... GOOSE:LVI:GOOSESELsubl Inactive
11 2019-0€-19 13:38:06.084 —-05:00 Lins 1 Lins 1 —... GOOSE:LVI:GOOSESELsubl Active
iz 2019-0€—-19 13:37:04.960 —05:00 Line 1 Line 1 —... GOOSE:GVI:GOOSESELsukl Active
12 2019-0€-19 13:22:49.000 —-05:00 Line 1 Line 1 —... IECE1850 comm. alarm Active (srec 1)
14 2015-0€-1% 13:21:02.000 —-05:00 Line 1 Tine 1 —... High/Low Speed Recording alarm activated
15 2019-0€—-19 13:20:58.000 —05:00 Line 1 Line 1 —... Time Sync Loss
1e 201%-0€-19 13:13:18.000 —-05:00 Line 1 Tine 1 —... IECE1850 comm. alarm Active (src 1)
17 2019-06—-19 13:11:34.000 —-05:00 Line 1 Line 1 —... High/Low Speed Recording alarm activated
18 201%-0€-19 13:11:28.000 —-05:00 Line 1 Line 1 —... Time Sync Loss
19 2019-06—-19 13:02:30.383 —-05:00 Line 1 Line 1 —... GOOSE:GVI:GOOSE_GEsub2 Inactive
20 2019-0€—-19 13:03:27.488 —-05:00 Lins 1 Lins 1 —... GOOSE:LVI:GOOSE_GEsub2 Inactive
21 2019-06—-19 13:02:30.383 —-05:00 Line 1 Line 1 —... GOOSE:GVI:GOOSE_GEsubl Active
22 2019-0€-19 13:03:27.4€63 —-05:00 Line 1 Line 1 —... GOOSE:LVI:GOOSE_GEsubl Active
23 2015-0€6—-1% 13:01:48.117 —05:00 Line 1 Lines 1 —... GOOSE:GVI:GOOSE_GEsub2 Active
24 2019-0€-19 13:02:45.226 —-05:00 Line 1 Line 1 —... GOOSE:LVI:GOOSE_GEsub2 Active
25 2015-0€-1% 13:01:48.117 —-05:00 Line 1 Line 1 —... GOOSE:GVI:GOOSE_GEsubl Inactive
26 2019-0€6—-19 13:02:45.198 —05:00 Line 1 Line 1 —... GOOSE:LVI:GOOSE_GEsubl Inactive
27 201%-0€-19 13:01:35.004 —-05:00 Line 1 Tine 1 —... GOOSE:GVI:GO0SE_GEsubl Active
28 2019-06—-19 13:02:32.088 —-05:00 Line 1 Line 1 —... GOOSE:LVI:GOOSE_GEsubl Active
29 201%-0€-19 13:01:1€.235 —-05:00 Line 1 Line 1 —... GOOSE:GVI:GOOSE_GEsub2 Inactive
30 2019-06—-19 13:02:13.346 —-05:00 Line 1 Line 1 —... GOOSE:LVI:GOOSE_GEsub2Z Inactive
21 2019-0€-19 13:01:1€.235 —-05:00 Lins 1 Lins 1 —... GOOSE:GVI:GOOSE_GEsubl Inactive
32 2019-0€—-19 13:02:13.317 —05:00 Line 1 Line 1 —... GOOSE:LVI:GOOSE_GEsubl Inactive
33 2019-0€-19 13:00:37.930 —-05:00 Line 1 Line 1 —... GOOSE:GVI:GOOSE GEsubl Active

Figure 12: Events list showing GE D60 and SEL-421 GOOSE message subscriptions and logs
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Figure 13: TESLA GOOSE subscription metering page (a) GE D60 (b) SEL-421

% TESLA Control Panel - [Events]
File Edit Option Help

% TESLA Control Panel - [Metering]
Line Local Time (exclude DST) UTC offset Station ... Unit ID Event File Help
1 2019-06-25 08:42:07.965  -05:00 Line 1 Line 1 -... GOOSE:GVI:MiCOMsub2 Active
2 2019-06-25 08:43:15.415 -05:00 Line 1 Line 1 -... GOOSE:LVI:MiCOMsub2 Active
3 2019-06-25 08:42:01.941  -05:00 Line 1 Line 1 -... GOOSE:GVI:MicOMsubl Active EoSEsNHIEE TE e RO
4 2019-06-25 08:43:09.390  =-05:00 Line 1 Line 1 -... GOOSE:LVI:MiCOMsubl Active EreERY TS e ETeER R B
5 2019-06-25 08:41:34.941  -05:00 Line 1 Line 1 -... GOOSE:GVI:MiCOMsub2 Inactive
3 2019-06-25 08:42:42.392  -05:00 Line 1 Line 1 -... GOOSE:LVI:MiCOMsub2 Inactive
7 2019-06-25 08:41:15.708 -05:00 Line 1 Line 1 - GOOSE:GVI:MiCOMsubl Inactive
8 2019-06-25 08:42:23.159  -05:00 Line 1 Line 1 -... GOOSE:LVI:MiCOMsubl Inactive
9 2019-06-25 08:36:36.000 -05:00 Line 1 Line 1 -... IECE1850 comm.alarm Inactive (sre 1)
10 2019-06-25 08:34:54.768  -05:00 Line 1 Line 1 -... GOOSE:GVI:MiCOMsub2 Active
11 2019-06-25 08:36:02.226  -05:00 Line 1 Line 1 -... GOOSE:LVI:MiCOMsub2 Active
12 2019-06-25 08:13:51.000 -05:00 Line 1 Line 1 -... IEC61850 comm. alarm Active (src 1)
13 2019-06-25 08:12:15.873  -05:00 Line 1 Line 1 -... GOOSE:LVI:MiCOMsubl Active

(a) (b)

Figure 14: TESLA subscription of MICOM GOOSE messages (a) Event list (b) Metering page

Use Case 2: TESLA Interoperability with an Actual Ed. 2 IED

The TESLA's ability to subscribe to IEC 61850 GOOSE messages published from an actual Ed. 2 IED was
tested using an SEL-421 IED. The SEL-421 was configured to publish the status of two of its target LEDs as
shown in Figure 15. The .CID file for the SEL-421 GOOSE configuration is then exported from the AcSELerator
Architect, and imported into the ERL 61850 configuration tool.

i
File Edit Help
Project Editor
5@ SEL-421 Datasets
g SeL_421.Ed2 Qualified Name Description ¥, Edit Dataset = = x

@ CFG.LLNO.BRDSet0] Metered Values Name
@ CFG.LLNO.BRDSet02 Automation Math Variables [URDSet03
& CFGLLNO.BRDSet03 Breaker Status and Targets Do

@ CFG.LLNO.BRDSet04
@® CFG.LLNO.BRDSet05
& CFG.LLNO.BRDSet06
&® CFG.LLNO.BRDSet07
& CFG.LLNO.GPDSet01
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& CFG.LLNO.URDSet05
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Counter Values

Breaker Status and Targets

IED Data ftems

Dragn<drop or right-click on a data item
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ST (Status Information) ¥
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& % Beh

@- % Ind01

& %, Ind02

Figure 15: SEL-421 dataset configuration
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The mapping of these GOOSE messages to the TESLA 4000 recorder is shown in Figure 16. The .CID files for
the SEL-421 IED and the TESLA 4000 recorder are loaded onto the respective IEDs. The GOOSE messages
published by the SEL-421 IED are subscribed by the TESLA 4000 recorder as shown in the events and
metering snapshots in Figures 17 and 18, respectively.

It should be noted that further tests are required to investigate TESLA 4000’s ability to subscribe to control
logical nodes data such as XCBR, XSWI, CILO, CSWI, etc.

2% ERL_TESLA Project3 - ERL 61850 IED Configurator

File Settings  Help

M e 8 @ | ¢ X a8 Q 4 I
New Open Save SaveAs | Undo Redo DeletelED ExportCID  View GOOSEMapping | ImportlEDtoPalette | Help

Properties Subsaription Mapping  StartUp  IED Configuration
GOOSEMapping  Sampled Value Mapping

GoOSE Pbicaton —
S0 SEL_421 Ed2 i
iy = - Logical Node  Virtuallnputs/SUBSCRGGIO1 ~
SEL_421 Ed2 £-60 CFG.GPU01_TLED sta ° =
305 URDSetd3
Binary GOOSE Subscripti
4 ANN/TLEDGGIO7$STSInd01 e e
b :‘VE' GOOSEIN  MappedData

ct vioL
=-fcd ANN/TLEDGGIO7$ST$Ind02
val

)1 §stval
2¢stval

Figure 16: TESLA GOOSE mapping

% TESLA Control Panel - [Events]

File Edit Option Help

Lines Liocal Times (excluds DST) UTT offset Station ... Unit ID Event
1 2019-06-19 14:22:39.395 -05:00 Line 1 Line 1 -... GOOSE:LVI:GOOSESELsubl Active
2 2019-06-19 14:22:29.000 -05:00 Lins 1 Line 1 - High/Low Speed Recording alarm activatsd
3 2019-06-19 14:22:25.000 -05:00 Lins 1 Linse 1 —... Tims Sync Loss
4 2019-06-19 14:08:06.000 -05:00 Lins 1 Line 1 —-... New Settings Loadsd

Figure 17: Events list showing the SEL-421 GOOSE subscription and log

GOOSE-VI:GOOSE_GEsub1 [ Inactive GOOSE:VI:GOOSE_GEsub1 [ Inactive
GOOSE-VI:GOOSE_GEsub2 | Inactive GOOSE:VI:GOOSE_GEsub2 [ Inactive
GOOSE VI-GOOSESELsub1 [N GOOSE VI GOOSESELsub [N
GOOSE:VI:-GOOSESELsub2| Inactive GOOSE-VI:GOOSESELsub2 | Inactive

Figure 18: Metering page showing TESLA subscription of SEL-421 GOOSE message
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Conclusion and Recommendations

It is important that caution be applied in the engineering of a mixed project consisting of Ed. 1 and Ed. 2 IEC
61850 devices. Some guidelines to ensure the success of such a project are given below:

Reduce object designation lengths to a maximum of 64 characters, as defined in Ed. 1 of the standard.
Use a product naming convention, rather than functional naming.

Ensure XML schema implemented in Ed. 2 engineering tools (IED tools and system configuration tools)
supports backward compatibility.

Use Ed. 1 CDCs because Ed. 1 devices are unable to deal with the new CDCs since the structure and
associated functionality are totally unknown. Backward compatibility of GOOSE or report is possible if
there are no Data Objects with these new CDCs in the mixed project.

Some data objects, attribute names, and data types of some attributes were changed in Ed. 2. Ed. 2
also prohibits the use of proprietary CDCs. This may result in the failure of power utility automation
applications that rely on Ed. 1 names. An Ed. 1 .CID file, if available, can be used to configure such
IEDs. The client or automation application can also be reconfigured to accept Ed. 2 names.

Ensure IEC 61850 IED configuration tools and system configuration tools have user-selectable options
or user-selectable software versions for the various editions of the IEC 61850 standard (in order to
ensure backward compatibility). Also, these tools should have built-in features that can aid the user in
choosing the correct parameters based on the selected edition of the IEC 61850 standard.
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