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TESLA 4000 Communications

« This application note/presentation illustrates the
procedures to install the configuration software, and
communication drivers and definitions required for
communication with the TESLA 4000.

« Refer to the manual and other application notes for
Instructions and details regarding the use of the software
and the TESLA 4000, and for information regarding
Installation on various operating system platforms.



TESLA 4000 Communications

« Topic Outline (note that items are hyperlinks):

— Comm Interface Descriptions

— Control Panel Software Installation

— Serial USB Driver Installation

— Maintenance Terminal User Interface — Serial Connection
— Null-Modem Installation

— Control Panel - Serial Connection

— Control Panel - Ethernet Connection




TESLA 4000 Comm Interface Descriptions

 There are 3 applications that are used to interface with
the TESLA:

1. ERLPhase TESLA Control Panel (TCP) Software

» Define I/O, record and trigger parameters, PMU data,
SCADA settings

* Retrieve event and trend records.




TESLA 4000 Comm Interface Descriptions" EERL

 There are 3 applications that are used to interface with
the TESLA:

1. ERLPhase TESLA Control Panel (TCP) Software

2. TESLA Maintenance Terminal User Interface (TUI)

» Uses standard terminal emulator (i.e. Windows
Hyperterminal, Terra Term, etc.)

 Enables use of the TESLA Maintenance interface to define IP
addresses, monitor SCADA and PMU data, and various
lower-level diagnostic type functions




TESLA 4000 Comm Interface Descriptions" EERL

 There are 3 applications that are used to interface with
the TESLA:

1. ERLPhase TESLA Control Panel (TCP) Software
2. TESLA Maintenance Terminal User Interface (TUI)

3. RecordBase Central Station (RBCYS)
» Generally located at a central location

« Communicates with multiple distributed TESLA units and
automatically retrieves and stores records

* Provides a means for wide area cross triggering
» Not a focus of this application note




TESLA 4000 Comm Interface Descriptions EERL

 There are 3 types of communications that are used to
Interface with the TESLA:

1. USB Serial
» Allows access to front panel USB port
» Can be used directly by TUI via terminal emulator

» Can be used by TCP via a defined null-modem. The use of
the null-modem is required in order to accommodate
Windows’ limitation that does not allow the transfer of data
using File Transport Protocol (FTP) directly via a serial
connection.

 |P addressing and some lower level diagnostic functions can
be performed exclusively using the Maintenance interface via
a USB serial connection to the TESLA's front USB port




TESLA 4000 Comm Interface Descriptions™ ?ERL

 There are 3 types of communications that are used to
Interface with the TESLA:

1. USB Serial

2. Ethernet

» Allows access to front or rear panel Ethernet ports
Can be used directly by TUI via terminal emulator
Can be used directly by TCP
Can be used via any open network connection/path
Preferred over the use of USB serial (faster, easier)




TESLA 4000 Comm Interface Descriptions™ ?ERL

 There are 3 types of communications that are used to
Interface with the TESLA:

1. USB Serial
2. Ethernet

3. Modem
» Allows access to rear RS232 port or RJ11 (internal modem)
Can be used directly by TUI via terminal emulator
Can be used directly by TCP
Accommodates sites with no network access
Not a focus of this application note.




TESLA 4000 Control Panel Installation

* |nstallation of the TESLA Control Panel software

‘il TESLA 4000 Control Panel - [Main Menu]

File View Help

TESLA 4000 Control Panel _Select IED
-~ Records

Jrends _ [TESLA 4000 > comnest |
Continuous Recording

Events
Metenng

LItities
Configuration %

Exit |A

Main Menu l

Home TESLA 4000 Control Panel \Current IED: TESLA 4000 ot Connected ~ ~ 10




TESLA 4000 Control Panel Installation

* Needed items

— Control Panel software installation file
* Obtain from resource CD or website

* Filename is in the following format:
— D02791R01.30 - TESLA 4000 Control Panel Installation.exe

* |nstall the Control Panel software

— Remove existing version of TCP with Windows software
removal application

— Run the executable installation file
— Follow directions and prompts

« The Control Panel software i1s now installed

Home 11



http://www.erlphase.com/support.php?ID=software

TESLA 4000 Serial USB Driver Installation ‘

* |nstallation of the ERLPhase 4000 USB driver

 Needed items:

— ERLPhase 4000 USB driver installation file
e Obtain from resource CD or website
* Filename is: ERLPhase _USB_driver.zip

— USB cable
— TESLA 4000



http://www.erlphase.com/support.php?ID=software

TESLA 4000 Serial USB Driver Installation ™ ?ERL

— Insure that the USB cable is not connected to the TESLA
— Extract the installation zip file to a local location
— In the extracted tree, execute the setup.exe file

Folders X MName Size  Type

) Temp Zip A [)wWindows File Folder
=l [2) ERLPhase USB driver B 1028.mst 24KB MST File
b DISK1 1031.mst 39KB MST File
) Testing 1033.mst 4KB MST File
\) Corporate Data Drive Files 1034.mst 36 KB MST File
+ [j DELL 1036.mst 38KB MST File
# |2) Documents and Settings 1040.mst 38KE MST File
&) drivers 1041.mst 36KB MST File
) ed5a92f91db8a2f35306b5d25a6e 1042.mst 32KB MST File
() fc61dSasf11786299b435a1a74 1046.mst 35KB MST File
) 1386 2052.mst 26 KB MST File

= lfj Intel SNl Na 4,231 KB Application Extension
) Mark 5 2,153 KB Application
Home (L) My Documents Jor TUSEa410.msi 404 KB Windows Installer Package 13




TESLA 4000 Serial USB Driver Installatidn EER'-

— Follow the sequential installation prompts

TUSB3410 - InstallShield Wizard |

TUSB3410

The [ngtallshield Wwizard will install TUSE34710 an vaur
computer. To continue, click Mest.

.................................

Cancel

.................................

14




TESLA 4000 Serial USB Driver Installation® EER'-

— Accept the license agreement

TUSB3410 - InstallShield Wizard

License Agreement
Fleaze read the following license agreement carefully.

TUSB3410 VCP Driver Software License Agreement il
Mfersion 1 as of 27 March 2008)

Important - Please read the following license agreement carefully.
This is a legally hinding agreement. After you read this license
agreement, you will be asked whether you accept and agree to
the terms of this license agreement. Do not click “l have read
and agree” unless: (1) you are authorized to accept and agree to
the terms of this license agreement on hehalf of {i}) in the case of
an individual, yourself and {ii) in the case of an entity, yourself and;|

_____ [ : Efrint |

do not accept the termz of the Icenze agreement

In=tallShield

< Back, M et = Cancel |




TESLA 4000 Serial USB Driver Installation® EER'-

— Select “Finish” and the USB driver files will be installed in
C:\Windows\inst\TUSB3410

TUSB3410 - InstallShield Wizard

TUSB3410

Setup has finizhed inztaling TUSE 3410 on your computer.

preeien

Cancel

.................................

16




TESLA 4000 Serial USB Driver Installatio EERL

— Connect the USB cable to the TESLA and the Windows
Hardware Wizard will appear

— Select “Install from a list or specific location”
Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

Thig waizard helps vou install zoftware for;

ERLPRhaze 4000 Senez Device

@ If your hardware came with an installation CD
“4E2 or floppy disk. insert it now.

What do you want the wizard o da?

i |natall the software automatically [Fecommended

Click Mext ta cantinue.

< Back ( Mest » ) Cancel

o 17




TESLA 4000 Serial USB Driver Installation® EER'-

— Browse to the location of the USB driver
— Select “Next”

Found Hew Hardware Wizard |

Pleaze chooze your gearch and installation options.

% Search for the best driver in these locations.

Ilze the check boxes below ta limit or expand the default zearch, which includesz local
pathz and removable media. The best driver found will be installed.

[ Search removable media [floppy, CO-ROM...]

v Include this location in the search:

C:AWINDDW S inst TUSE 3410

™ Don't zearch. | will choose the driver bo install.

Chooze this option to zelect the device diiver from a list, Windows does not guarantee that
the driver you choogse will be the best match for pour hardware.

18




TESLA 4000 Serial USB Driver Installation® EER'-

— The wizard will search for and find the driver
— Select “Continue Anyway” when asked

Hardware Installation

Y : The software you are installing for this hardware:
*
ERLPhase 4000 Series Device

has not passed Windows Logo testing to verify its compatibility
with Windows XP. [Tell me why this testing is important. ]

Continuing your installation of this software may impair
or destabilize the correct operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

Continue Anyway I §_TUF’ Installation

19




TESLA 4000 Serial USB Driver Installatio EERL

— The wizard will install the driver for a few moments
— Select “Finish” to complete the installation

Found Mew Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has finizhed installing the software for:

(3 ERLPhase 4000 Senez Device

Click. Finizh to close the wizard,

< Back

Cancel |

20




TESLA 4000 Serial USB Driver Installation

— Confirm installation of the driver
— Open Control Panel and Select “System”

¥ Control Panel

: File Edit View Favorites Tools Help

@ Back \) (f p Search h:“ Folders v

EBX
,g'lr

: Address IG’ Control Panel

.g/' Control Panel e‘ E' !{h L‘;é Q

=
Metwork Phone and Power Options Printers and  QuickTime
See Also Connections  Modem ... Faxes
Scanners and  Scheduled Security Software Sounds and
Cameras Tasks Center Updates  Audio Devices
@ (W \E & B8
=
Symantec i Taskbar and User Accounts  Windows
LiveUpdate Start Menu CardSpace
)
Wireless
Metwork Set. ..

v]Go
~

=

Regional and
Language ...

\Windows
Firewall

<

21



TESLA 4000 Serial USB Driver Installation ?ERI-

— Go to the “Hardware” tab
— Select “Device Manager”

System Properties

. SystemPRestore | Automatic Updates | Remote |

| General | Computer Name Hardware Advanced |

Device Manager
g The Device Manager lists all the hardware devices installed

on your computer. Use the Device Manager to change the

properties of any device.
([ Device Manager Q

Driver Signing lets you make sure that installed drivers are
compatible with Windows. Windows Update lets you set up
how Windows connects to Windows Update for drivers.

Drivers

[ Driver Signing ] [ Windows Update ]

Hardware Profiles

e Hardware profiles provide a way for you to set up and store
different hardware configurations.

[ Hardware Profiles ]

Il OK ,][ Cancel ] Apply

22




TESLA 4000 Serial USB Driver Installatidn

ZERL

— Select “Device Manager” then “Ports (COM & LPT)” and
confirm that new ERLPhase USB port exists. The
computer must be connected to the TESLA for a port to
appear. Note the Comm port assignment (e.g. COM?7).

g Computer Management

- Om & @

=) File Action View Wirdow Help

g Computer Management (Local)
= @ System Tools
@ Event Viewer
) Shared Folders
g Local Users and Groups

F.F.\".-- T o
Removable Storage
& Disk Defragmenter

Disk Management
@ Services and Applications

+- @, sound, video and game controllers —

#- iJ System devices

[+ § Monitors A
-+ H8 Network adapters 3
=+ B PCMCIA adapters
+ \> Personal Identification Devices
= Ports (COM &LPT)
5 ASAT virtual Port(COM10)
: ,_\f Communlcatlons Port {COmM1)

: ‘_\f ERLPhase 4000 Series Dewce (COM?)

: y RIM Virtual Serial Port v2 (COME)
+ ;%98 Processors
f 2B secure Digital host controllers

<

23



TESLA 4000 Serial USB Driver Installation™ EERI.

— If the “ERLPhase 4000 Series Device” does not appear,
there was an error in the installation process and the driver
was not installed. The installation will have to be repeated.

Ll Computer Management

Q File  Action View ‘Window Help -] x|
& = & 2
@ Computer Management {Local) [ § Monitors |
= m System Tools -+ E8 Network adapters B
' Event Viewer + PCMCIA adapters
® Shared Folders & \> Personal Identification Devices
B g Local Users and Groups =) ﬂ_}} Ports (COM & LPT)
| eiieResiosmancenagengnd Alerts Y asaT virtual Port{COM10)
: F\} Communications Port {COM1)
= CESTersae - % ECP Printer Port (LPT1)
: : Removable Storage F\y“ RIM Virtual Serial Port w2 (COMS)
¥’ Disk Defragmenter Y RIM virtual Serial Port v2 (COME)
: Disk Management & ¥ Processors
& Services and Applications o) ; Secure Digital host controllers

+ @, Sound, video and game controllers
[+ % System devices
3 Universal Serial Bus controllers

Home 24
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TESLA 4000 TUI Serial Connection

 Establishment of a Maintenance TUI connection to the
TESLA via serial USB

* Needed items:
— Computer with installed ERLPhase 4000 USB driver
— USB cable
— TESLA 4000

— Terminal emulator application
« Windows Hyperterminal is used for this application note
* Most VT100 terminal emulators can be used




TESLA 4000 TUI Serial Connection

— Connect to the USB port on the front of the TESLA
— Select “START” then the HyperTerminal application

44 Dpapstudio 5

) Picasa 3 »

|

Q’u Accessories
I/ Broadcom 4
I Dell Accessories »
I/ Dell ContralPoint >
i FortiClient >
™) Games »
@ Intel® Matrix Storage Manager 14
) Microsoft Office »
I/ Microsoft SQL Server 2005 »
I/ Modem Diagnostic Tool 4
) NxtPhase »
I Roxio Creator DE 4
I SRS Labs >
I Startup >
l@ Symantec Endpoint Protection >
) Windows Live »
| Adobe Reader 9

@& Internet Explorer

My Bluetooth Places

| @ Outlook Express

@ rowerDvD DX

) Accessibility »
i) Entertainment »
{7 System Tools »
‘W) Address Book

&l Calculator

Command Prompt

B Notepad

Y Paint ;

@) Program Compatibility Wizard

Cg.; Remote Desktop Connection
@ Synchronize

& Tour Windows XP

£ windows Explorer

B WordPad

rﬁ Communications

=8 Scanner and Camera YWizard & HyperTerminal k

™) DAPstudio S

) PMU Connection Tester
[P pandora

) ProTesT

@ Sybase SQL Anywhere 5.0
@ K-Lite Codec Pack

e', MNetwork Connections
Q MNetwork Setup Wizard
Mew Connection Wizard

g’?, Wireless MNetwork Setup Wizard

‘ i@ HyperTerminal
»

Home 26
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TESLA 4000 TUI Serial Connection

— Define a logical name for the new USB connection
— Select “OK”

“#/New Connection - HyperTerminal

Connection Description

% New Connection

Enter a name and choose an icon for the connection:
ame:
ERL 4000 USB |

lcon:

Home Disconnected Auto detect | Auto detect SCROLL CAPS | Num | Capture | Printecho ik 27




TESLA 4000 TUI Serial Connection

— Point to the comm port associated with the ERLPhase
USB port then “OK”

.+ ERL 4000 USB - HyperTerminal

File Edit View Call Transfer Help

D &5 DB

Connect To

% nr

Enter details for the phone humber that you want ta dial:

Count"v}[egion: Urited 'E;'-if.f‘fi 11}

Home Disconnected Auto detect  Auto detect SCROLL CAPS | num | Capture | Print echo i 28




TESLA 4000 TUI Serial Connection

— Select 115200 for the baud rate
— Select “OK”

_¢ ERL 4000 USB - HyperTerminal

File Edit View Call Transfer Help

DS &5 DB

I COM1 Properties m@

Port Settings |

Bits per second: I 115200

Data bits: |8 v/
Paiity: |None v/

Stop bits: |1 v/
Flow contral: | Hardware v/

Restore Defaults

[4 0K ,] Cancel ][ Apply J

Home Disconnected Auto detect  Auto detect SCROLL CAPS | num | Capture | Print echo i 29




TESLA 4000 TUI Serial Connection

— The connection with the TESLA is now established
— Hit the enter key to bring up the log on prompt

¢ ERL 4000 USB - HyperTerminal

File Edit View Call Transfer Help
D@ @3 DB
o
TESLA 4000
login: _
v
Home Connected 0:00:05 Autodetect | 1152008-N-1 | CCFOLLCAPSmum o Cepbure ) Ponkecho i 30




TESLA 4000 TUI Serial Connection

— Log on with username “maintenance”
— If asked for a password, the username was invalid

¢ ERL 4000 USB - HyperTerminal
File Edit View Call Transfer Help

[>

TESLA 4000
login: aintenance
Password:

Login incorrect

login: maintenance_

o LT

Home Connected 0:00:34 Auto detect | 1152008-N-1 | - FOL CAPS | num | Copture




TESLA 4000 TUI Serial Connection

— See section 14 in the TESLA 4000 manual: Maintenance
Menu & Error Handling, for use of the listed utilities

¢ ERL 4000 USB - HyperTerminal

File Edit Yiew Call Transfer Help

0@ =8 N8

|2

TESLA 4000 System Utilities vl1.0

. xModify IP Address, subnet mask and default gateway (if applicable)
View system diagnostics

: Retrieve system diagnostics

: *Restore ALL default settings, including calibration

: xRestore only default recorder configuration settings {channel definitions)
: =Restore only default system setup {ports, time settings)

: *Force hardware reset

Network utilities

: Monitor SCADA

108: Save Recent Trend Data

11: Storage memory utilities

12: xEnter Safe Shutdown Mode

13: xModify Point-To-Point IP Addresses

14: Monitor PMU

15: =Calibrate DSP clock

16: Exit

= port 450 access only

Please enter a command:
[1-16] #

ORO~JONUTF~WN =

%l

Home Connected 0:00:09 Autodetect | 1152008-N-1  CCROLLCARSgpm o Septurs o PrnEecho :: 32




TESLA 4000 TUI Serial Connection

— Select option 16 to quit, then close the terminal session
— Be sure to save the connection definition for future use

¢ ERL 4000 USB - HyperTerminal

File Edit Yiew Call Transfer Help

0@ =8 N8

|2

TESLA 4000 System Utilities vl1.0

. xModify IP Address, subnet mask and default gateway (if applicable)
View system diagnostics

: Retrieve system diagnostics

: *Restore ALL default settings, including calibration

: xRestore only default recorder configuration settings {channel definitions)
: =Restore only default system setup {ports, time settings)

: *Force hardware reset

Network utilities

: Monitor SCADA

108: Save Recent Trend Data

11: Storage memory utilities

12: xEnter Safe Shutdown Mode

13: xModify Point-To-Point IP Addresses

14: Monitor PMU

15: =Calibrate DSP clock

16: Exit

= port 450 access only

Please enter a command:
[1-16] #

ORO~JONUTF~WN =

%l

Home Connected 0:00:09 Autodetect | 1152008-N-1  CCROLLCARSgpm o Septurs o PrnEecho 22 33




TESLA 4000 Null-Modem Installation

 Installation and configuration of the Null-Modem
connection

— A Null-Modem connection is required to allow Control
Panel to communicate with the TESLA via the USB serial
connection, or any serial connection

e Needed items:

— Computer with installed ERLPhase 4000 USB driver and
Control Panel software

— USB cable
— TESLA 4000




TESLA 4000 Null-Modem Installation ZERL

 Install the null modem
— In Control Panel select “Phone & Modem Options”

# Control Panel [;J@
,z.

: File Edit View Favorites Tools Help

@ Bk '\.) {J? )3 Search | Folders  [fif]~

: Address |G¢ Control Panel

vIGo

777 cContrallers  ControlPanel  Options  Driverfor.. A
H’/ Control Panel . T = — &
b « ¥ L |
4 & O O
See Also Internet Java Keyboard Mail Modem Mouse
Options Diagno...

)

4 L oa e

—
Metwork eyt Power Options  Printers and  QuickTime  Regional and
Connections Modem Faxes Language ...
Options .
Scanners and  Scheduled Security Software Sounds and Speech
Cameras Tasks Center Updates Audio Devices
/.--’ N [ — - —] —
@ 9 @ £ B e
Symantec System Taskbar and User Accounts  Windows Windows
Home LiveUpdate Start Menu CardSpace Firewall v 35
No—




TESLA 4000 Null-Modem Installation

— Select the “Modems” tab
— Select “Add”

Phone and Modem Options @[XJ

Dialing Rules | Modems [Advanced]

Eb The following modems are installed:

Modem Attached To
@ Conexant HDA D330 MDC V.92 Modem COM3

. Add.. | ) Remove ][ Properties ]

oK ][ Cancel ] Apply

Home [ 36




TESLA 4000 Null-Modem Installation ZERL

— Tell the Wizard that you will select the modem from a list
— Select “Next”

Add Hardware Wizard

Install New Modem
Do you want Windows to detect your modem?

Windows will now try to detect your modem. Before
continuing, you should:

1. If the modem is attached to your
computer, make sure it is turned on.

2. Quit any programs that may be using
the modem.

Click Next when you are ready to continue.

‘ v Don't detect my modem; | will select it from a Iist.)

ks

| < Back | Nest > | Cancel 37




TESLA 4000 Null-Modem Installation

— Select “Have Disk...”

Add Hardware Wizard

Install New Modem \\

&

Select the manufacturer and model of your modem. |f your madem is not listed, or if you
z have an installation disk, click Have Disk.

(Standard Modem Types) S Communications cable between two computers
.“J’ Parallel cable between two computers

-th* Standard 300 bps Modem

S Standard 1200 bps Modem

=l
e . Vo ey

&k This diiver is digitally sianed. | HaveDisk.. |)|
Tell me why driver signing is important h

v

Manufacturer Models o

v |

[ < Back ][ Next > ][ Cancel ]

38




TESLA 4000 Null-Modem Installation ZERL

— Browse to the TESLA Control Panel directory
— Select the Null_mdm.inf file

— Select "OK” then "OK”

Look in: tj TESLA Control Panel

My Recent Documents
ull_n
Desktop

() My Documents
¢ My Computer
J4 3% Floppy (&)
e Local Disk [C:)
I) Program Files

)

: B Shared Documents
Install From Disk . Guest's Documents

S S 1) My Documents
Insert the manufacturer's installation disk, and then
-\g make sure that the correct drive is selected below. My Network Places
i
aes ERLPhase
Misc
Tools V’ I¢ Open .]
b etup information [ inf) '
Copy manufacturer's files from: % -
AN V] I Browse... ]
Home 39




TESLA 4000 Null-Modem Installation ZERL

— Install the null modem on the communication port
associated with the defined USB serial port

— Select “Next”

Add Hardware Wizard

Install New Modem \\
Select the port(s] you want ta install the modem on. Q

You have selected the following modem:
|Generic Null Modem - 2003 03 25 [Windows 95, 98, NT,

On which ports do you want to install it?

" Al ports
* Selected ports

COM]
COMS
COME
 com?z |
COM10

| < Back I Next > I Cancel
Home

40




TESLA 4000 Null-Modem Installation

— The null modem is now defined and associated with the
USB serial comm port

— Select “OK” and installation is complete.

Phone and Modem Options

Dialing Rules | Modems [Advanced[

@’ The following modems are installed:

Modem Attached To

«@ Conexant HDA D330 MDC V.92 Modem COM3
5 Generic Null Modem - 2003 03 25 [windo. .

[ Add... J[ Remove ] [ Properties ]

oK Cancel Apply
Home ;J 41




TESLA 4000 Control Panel — Serial Conne

« Communication with the TESLA 4000 with Control Panel
via the USB serial connection

e Needed items:

— Computer with installed ERLPhase 4000 USB driver and
Control Panel software

— USB cable
— TESLA 4000




TESLA 4000 Control Panel — Serial Conne

— Connect the USB cable from the computer to the TESLA
4000

— Start the TESLA 4000 Control Panel program

& Software

: File Edit View Favorites Tools Help

.\) Back \a) !? /_) Search [t‘ Folders v

: Address llfﬂ C:\Documents and SettingsiMPeterson.ERLPHASE\DesktopiSoftware V| Go

:‘ A O\ L H - _A_
File and Folder Tasks A ‘ I% @’_ éi_ %& Eslé gmv
@ Rename this file B-PRO Offliner L-PRO Offliner T-PRO Offliner F-PRO Offliner 5-PRO Offliner Relay Control
Settings Settings Settings Settings Settings Panel

@ Move this file
[D Copy this file

@ Publish this file to the
‘Web

@ E-mail this file

¥ Delete this file gr nk M

RecordBase RecordGra.

Other Places Yiew

Details

TESLA 4000 Control
Panel 43

1<




TESLA 4000 Control Panel — Serial Connec ?ERL

— Select “Add New”

‘il TESLA 4000 Control Panel - [Main Menu]

File VYiew Help

TESLA 4000 Control Panel _Select IED
Records

Trends |TESLA 4000 | Connect |

Continuous Recording

Configuration [}3

Exit |—

Main Menu I

Home TESLA 4000 Control Panel \Current IED: TESLA 4000 Mot Connected 4 44




TESLA 4000 Control Panel — Serial Conne ?ERL

— A blank new IED window will appear

~ [ED Definition

ED Name: | Test4000|

Comments: ]

Location: ]

IED Serial Number: ] TESLA-4000-110308-05
Model: TESLA

Configuration: ] TESLA 3000/4000 - 36 Channels v |
PMU Module: [V

~ Communication

% Direct Serial Link Serial Link: ICOMV: Generic MNull Modem - 2003 03 25 (Windows 95, L]

Baud Rate: |115200 v I

¢ Modem Link Modem: I‘;‘;r‘ e ;I
Phone Number: I
¢ Network Link (* First IP Address I 182 . 168 . 100 . 80

" Second IPAddressI 192 . 168 . 101 . 80

Fort fdumber I 0

¢ Connect Through [ED: I _v] ‘

Add MNew Modem/Serial Link | Get Information From TESLA l

~Folder placement

Recordings Folder: | C:\Program FilesNxtPhase\data\Test4000\Records Browse ...

Configs Folder: | C:\Program Files\NxtPhasedata\Test4000\Configs Browse ...

Save [ED definition I Cancel I
Home 45




TESLA 4000 Control Panel — Serial Conne ?ERL

— Select Direct Serial Link

~ [ED Definition

ED Name: | Test4000|

Comments: ]

Location: ]

IED Serial Number: ] TESLA-4000-110308-05
Model: TESLA

Configuration: ] TESLA 3000/4000 - 36 Channels v |
PMU Module: [V

~ Communication

" (% Direct Serial Link Serial Link: ICOMV: Generic MNull Modem - 2003 03 25 (Windows 95, L]

Baud Rate: 11 15200 v I

¢ Modem Link Modem: I ;I
Phone Number: I
¢ Network Link (* First IP Address I 182 . 168 . 100 . 80

" Second IPAddressI 192 . 168 . 101 . 80

| it

Setyet [P |

Fort fdumber IU

¢ Connect Through [ED: l _'] ‘
Add Neww Modem/Serial Link I Get Information From TESLA I
~Folder placement

Recordings Folder: | C:\Program FilesNxtPhase\data\Test4000\Records Browse ...

Configs Folder: | C:\Program Files\NxtPhasedata\Test4000\Configs Browse ...

Save [ED definition I Cancel |
Home 46




TESLA 4000 Control Panel — Serial Conne ?ERL

— Select the Null Modem USB serial port then Save IED

~ [ED Definition

ED Name: | Test4000|

Comments: ]

Location: ]

IED Serial Number: ] TESLA-4000-110308-05
Model: TESLA

Configuration: ] TESLA 3000/4000 - 36 Channels v |
PMU Module: [V

~ Communication

% Direct Serial Link Serial

|COMT: Generic Null Modem - 2003 03 25 (Windows 95, |

Baud Rate: |115200
¢ Modem Link Modem: I‘g;r‘ ne
Phone Number: I
¢ Network Link (¢ First IP Address I 182 . 168 . 100 . 80

" Second IPAddressI 192 . 168 . 101 . 80

Fort fdumber I 0

¢ Connect Through [ED: I _v]

Add MNew Modem/Serial Link | Get Information From TESLA l

~Folder placement

Recordings Folder: | C:\Program FilesNxtPhase\data\Test4000\Records Browse ...

Configs Folder: | C:\Program Files\NxtPhasedata\Test4000\Configs Browse ...

Home 47




TESLA 4000 Control Panel — Serial Conhe ?ERL

— With the new TESLA IED and communications interface

defined, select “Connect” to establish communications
with the TESLA

‘!, TESLA 4000 Control Panel - [Main Menu]
File Yiew Help

TESLA 4000 Control Panel —Select IED -
‘Records
Trends
Continuous Recording

TESLA 4000-101224-05

Connect I

...........................................

weenng
Utilities
“ Configuration Q Add New |

Exit |

Main Menu l

TESLA 4000 Control Panel Current IED: TESLA 4000-101224- Mot Connected 48




ZERL

TESLA 4000 Control Panel — Serial Conhe

— A window will show the connection being established

‘!, TESLA 4000 Control Panel - [Main Menu]

File Yiew Help

TESLA 4000 Contro

‘Records
Trends

Continuous Reg

Connecting

Attempting to connect to IED, please wait

Connecting Modem/Serial iR
Connecting - Opening Port
Connecting - Dialing

Connecting - Dialing

Connected - All Devices Connected
Connected - Authenticating

- Configuration

Exit |

Main Menu l

TESLA 4000 Control Panel

Current IED: TESLA 4000-101224- Mot Cornected / 49
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— When connected, all data functions become bold and
enabled, and a “Connected” indication appears

— Select “Disconnect” to terminate the connection

‘!, TESLA 4000 Control Panel - [Main Menu]
File Yiew Help

TESLA 4000 Control Panel - Select IED
Records

|
Trends i TESLA 4000-101224-05 v Disconnect ]
aatiaways Recording
4 Edit

Exit |_

Main Menu I

TESLA 4000 Control Panel [Current IED: TESLA 4000-101228- Connected
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« Communication with the TESLA 4000 with Control Panel
via an Ethernet network connection

e Needed items:

— Computer with installed ERLPhase 4000 USB driver and
Control Panel software

— USB cable
— Network cable
— TESLA 4000




TESLA 4000 Control Panel — Ethernet Coni EERL

* |n order for the computer and TESLA 4000 to communicate
via a network connection, their IP addresses must be
different and be on the same domain

— For bench testing, it often is easier to assign the TESLA an
|IP address that is in the same domain as that of the
computer. Whether the computer has a fixed IP or a
dynamically assigned one varies depending upon the
situation and the operating philosophy.

— For this example, the assumed situation will be the use of
a laptop that is normally connected to a network that
dynamically assigns its IP address.
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* Definition of the TESLA’s address

— Either obtain the required IP address of the TESLA or
define one for use during testing

— An address of 192.168.1.42 was chosen for this example

— Connect the laptop to the TESLA via a USB cable

— Open a Hyperterminal session and establish a
Maintenance TUI connection to the TESLA via the USB
serial connection




TESLA 4000 Control Panel — Ethernet Conl

— Start a new Hyperterminal session

ZERL

— Open the previously defined ERL 4000 USB connection

“'+|New Connection - HyperTerminal

- [o]X]

File Edit WYiew Call Transfer Help

b & =DEH

Open

Look in: ’@ HyperT erminal vl €] ? il FEF

@ 192-168-1-41.ht
@ 192-168-1-42.ht

My Recent Q192-168-1-90.ht
Documents  @%192.168.1.22.ht

= @ 206-45-65-115.ht
@ @ comi 2400.ht
@ Comt 4800.ht
@ Comt 9600.ht
= @ com1 19200.ht
‘ J @ Comt 38400.ht
: @ com1 115200.ht

@ Comi APT 38.4.ht
@& com7 - USE 115k.ht

E’! @ vialup.ht
( L 4000 USB. ht

&

My Documents

My Computer
Q File name: |ERL 4000 USE.ht v [ open ]
My Network  Files of type: I Session files [*ht) vl [ Cancel ] _
Disconnected Auto detect | Auto detect SCROLL | CAPS |pqum | Capture | Printecho
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— Log on to the TUI using “maintenance”
— Select option “1” to define the IP address

¢ ERL 4000 USB - HyperTerminal
File Edit WYiew Call Transfer Help

DE &3 DB

TESLA 4000 System Utilities vl1.0

. =Modify IP Address, subnet mask and default gateway (if applicable)
View system diagnostics

: Retrieve system diagnostics

: =Restore ALL default settings, including calibration

: =Restore only default recorder configuration settings (channel definitions)
: =Restore only default system setup (ports, time settings)

: xForce hardware reset

Network utilities

: Monitor SCADA

10: Save Recent Trend Data

11: Storage memory utilities

12: =Enter Safe Shutdown Mode

13: =Modify Point-To-Point IP Addresses

14: HMonitor PMU

15: =Calibrate DSP clock

16: Exait

OO ~JONUTF~WN =

[>

= port 450 access only
a command:
‘ v
Connected 0:00:08 ANSTW 115200 8-N-1  ~-HOU CAPS | Num. | Capture

ZERL
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— Enter IP address data in response to the prompts
— Define the address for the correct port (401 in this case)

¢ ERL 4000 USB - HyperTerminal
File Edit View Call Transfer Help

D &3 0B

|2

Port 402 subnet mask: 295.255.255.0
Port 401 subnet mack: 255 255255 0
Default Gateway: 192.168.1.42
IEC 61850 port: 401

Packet forwarding: Disabled

Gateway address changed.
Do you want to change the IEC 61850 port?
[N/y]l # n

Unit reboot is required to activate network configuration changes.
It can be done now or you can reboot the unit later.

IMPORTANT NOTE:
The default gateway shall be accessible during the reboot time
to ensure proper connection.

Reboot the unit now?
[N/yl # y_

LAl

Home Connected 0:02:57 ANSIW 115200/8:N-1° | SEROLL — [IGAPS | | Captiire | Print echo = 56




¢ ERL 4000 USB - HyperTerminal
File Edit View Call Transfer Help

— Define the Default Gateway the same address as Port 1
— Reboot the unit when finished

D &3 0B

Port 401 IP addres:

Default Gateway:
IEC 61850 port:

Packet forwarding:

[N/y]l # n

TMPORTANT NOTE:
to ensure proper

Reboot the unit now?
[N/yl # y_

Port 402 subnet mask:

Port 401 subnet mask:

295.255.255.0

192.168.1.42
255.255.255.0

192.168.1.42
401
Disabled

Gateway address changed.
Do you want to change the IEC 61850 port?

Unit reboot is required to activate network configuration changes.
It can be done now or you can reboot the unit later.

The default gateway shall be accessible during the reboot time

connection.

|2

. Rl

Connected 0:02:57 ANSTW

115200 8-N-1 | ~-HOL CAPS | UM

57



TESLA 4000 Control Panel — Ethernet Con

» Definition of the laptop’s address
— An address of 192.168.1.101 was chosen for this example

— Note that this is in the same domain as the TESLA's
address




£ Control Panel

File Edit Yiew Favorites Tools Help

Q= OB

p Search h:" + Folders v

: Address IG' Control Panel

leo

1 uiach VPLIUI > [N (8-
>
& Control Panel ‘ —
.; ((z
=
Internet Java

Options

B’o

Network

Connections 4/ Modem ...

Janc AV MUY acan Ig
Controllers  Control Panel Options
= @
Keyboard Modem
Diagno...
& @
=
Phone and Power Options Printers and  QuickTime
Faxes
Security Software Sounds and
Center Updates  Audio Devices

FURTE-TI N Qe
Driver for ...

©

Mouse

-

Regional and
Language ...

p

Speech

P A 8 § e

z Z
",//
Scanners and  Scheduled
Cameras Tasks
@)
Symantec System
LiveUpdate

Taskbar and User Accounts
Start Menu

Windows
CardSpace

Windows
Firewall

~

11l
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— Right click the network connection associated with the
local physical connection

— Select “Properties”

"= Network Connections

Edit View Favorites Tools

©

. File

.\) Back

Advanced Help

l’ /Cj Search || Folders

[

: Address | & Network Connections

VlGo

A Name Type Status Device MName
Network Tasks ‘ Dial-up
E;ﬁi;it?o?mew L. APT_SERIAL Dial-up Disconnected  Generic Mull Modem
: Disable
Change Windows
¢ Firewall settings | Internet Gatewd  gyatus
i i = Repair
% El)les\itcnée s 'ﬂlnternet Connecti i way Connected Internet Connection
Eridge Connections
R Repair this connection | LAN of High-Spe BIEge-s-onhacEm:
Em Rename this connection ‘ | Create Shortcut
&) View status of this P ywireless Network,  Delete eed Internet Mot connec... Dell Wireless 1510
connection i Rename eed Internet  Connected 1394 Net Adapter
C:angcet_zettmgs of this Internet  Connected  Fortinet virtual ada
connection ' :
m7mﬂ)rﬂ@raﬁe Internet Connected Broadcom MNetXtrem

Other Places

(@ Control Panel

ol
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TESLA 4000 Control Panel — Ethernet Con

— Define the fixed IP address as 192.168.1.101
— Ignore the other settings
— Select “OK”

Internet Protocol (TCP/IP) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate IP settings.

(%) Use the following IP address:
IP address: | 192.168. 1 . 101 |

Subnet mask; | 255 .255.255 . 0 ]

!

Default gateway:

S

Obtain DNS server address automatically
(&) Use the following DNS server addresses:
Preferred DNS server: [ . . . ‘

Alternate DNS server: | : y ) l

l OK “ Cancel ]




TESLA 4000 Control Panel — Ethernet Con

— Connect the computer to the Ethernet port on the TESLA
(401 In this case)

— The connection can be direct or via a switch or hub

— There are a couple of quick tests that can be performed to
assure that everything has been configured properly
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— Select “Start” then “Run”

— Enter “cmd” then select “OK” and a command window will
open

Mark Peterson

. Internet ) My Documents
Mozilla Firefox

V| " { bMy Recent Documents »
(g E-mail
L) Microsoft OFfice Outlook ﬁ My Pictures

“ Y Microsoft Office Outlook = - %

=/ My Music
| g’ My Computer
E_x_ E Microsoft Office Excel 2007
Q My Network Places

L' = Microsoft Office Word 2007

@ Control Panel
Motepad Set Program Access and 3
@ @ Defaults Run

[,—5 Microsoft Office PowerPoint % Connect To 4
2007
- - Type the name of a program, folder, document, or
= Printers and Faxes > 5 . 2
3 Basied® : Internet resource, and Windows will open it for you.

@) Help and Support

Open: l cmd)| v |

B Configure Picasa Photo
S Viewer

all Programs D

Home Log Off @ Shut Down

% l OK ] [ Cancel ] [ Browse... ]

63
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— Type “ipconfig” and press enter

— Confirm that the local connection is configured with the IP
address you defined for the laptop

— If it is different, repeat the laptop IP configuration steps
o Cwmoowsssiendemdee e

Microsoft Windows XP [Uersion 5.1.26001]
(GC> Copyright 1985-20881 Microsoft Corp.

C:\Documents and Settings\MPeterson.ERLPHASI:>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix . =
IP Address. .« « « « o« = = = = « « =Q192.168.1.101
Subnet Mask T Z299.499.4595.0
Default Gateway : 192.168.1.1
Ethernet adapter Wireless Network Connection:
Media State : Media disconnected

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix . : Erlphase.local
IP Address. . . . . . . .« - . . . = 192.168.100.124

Subnet Mask = 255.255.255.09
Default Gateway H

C:\Documents and Settings\MPeterson.ERLPHASE>_

Home
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— Type “ping 192.168.1.42" and press enter
— Confirm that the TESLA responds to the ping requests

— If it Is does not, check the cable network connection and/or
repeat the TESLA IP configuration steps

cv C:\WINDOWS\system32\cmd.exe '. =

Default Gateway . . . . . . . . . = 192.168.1.1

Ethernet adapter Wireless Network Connection:

Media State - = = = = = Media disconnected
Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix . : Erlphase.local
IP Address : 192.168.16808.124
Subnet Mask - -« - - - = 255.255.255.08
Default Gateway oo oMo g

C:\Documents and Settings\MPeterson.ERLPHASE >ping 192.168.1.42
Pinging 192.168.1.42 with 32 bhytes of data:

Reply from 192.168.1.42: hytes=32 time=1ms TTL=255

Reply from 192.168.1.42: bytes=32 time=24ms TTL=255

Reply from 192.168.1.42: hytes=32 time=2ms TTL=255
Reply from 192.168.1.42: hytes=32 time=1ms TTL=255

Ping statistics for 192.168.1.42:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 24ms, Average = 7ms

Home C:\Documents and Settings\MPeterson.ERLPHASE> 65




TESLA 4000 Control Panel — Ethernet Con

— Start the TESLA 4000 Control Panel program
— Choose the previously defined TESLA 4000 IED

— Select “Edit”

""!-:,"l'j-kTESLA 4000 Control Panel - [Main Menu]

File Yiew Help

TESLA 4000 Control Panel
Records
Trends
Continuous Recording

cvents
Metering

Configuration

~Select IED

TESLA 4000-101224-05

Add New I

] Main Menu I

TESLA 4000 Control Panel

(Current IED: TESLA 4000-101224- Not Connected
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— Select “Network Link”

~|ED Definition

[ED Name: | Test4000

Comments: ]

Location: ]

IED Serial Number: I TESLA-4000-110308-05
Model: TESLA

Configuration: ] TESLA 3000/4000 - 36 Channels _vJ
PMU Module: [

~ Communication

" Direct Serial Link Serial Link: I

Baud Rate:

¢ Modem Link otem] |[QM3 Conexant HDA

Phone Number: I

( FirstlP Address | 192 . 188 . 1 . 42

i SeconleAddressl 192 . 168 . 101 . 80

[~ Use SOCKSS Proxy

Seryer P, I

¢ Connect Through IED: I _'j \

Add New Modem/Serial Link | Get Information From TESLA l

~Folder placement

Recordings Folder: |C:\Program Files\NxtPhase\data\Test4000\Records Browse ... I
Configs Folder: IC:\Program FilesNxtPhasewdataiTest4000'Configs Browse ... |

Save [ED definition I Cancel |

Home 67
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— Enter Port 401’s IP then select Save IED Definition

~|ED Definition

[ED Name: | Test4000

Comments: ]

Location: ]

IED Serial Number: I TESLA-4000-110308-05
Model: TESLA

Configuration: ] TESLA 3000/4000 - 36 Channels __vJ
PMU Module: [

~ Communication

" Direct Serial Link Serial Link: I

Baud Rate:

¢ Modem Link Modem: |Q;m; Con

onexant

Phone Number: I

¢ First IP Address 192 . 168 . 1 . 42

econd IP Address| 192 . 168 . 101 . 80

[~ Use SOCKSS Proxy

Seryer P, I

¢ Connect Through IED: l _'] ‘

Port Mumk

Add New Modem/Serial Link | Get Information From TESLA l

~Folder placement
Recordings Folder: | C:\Program Files\NxtPhase\data\Test4000\Records Browse ... I
Configs Folder: I C:'Program Files\NxtPhase\data\Test4000WConfigs Browwse ... |

Home
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— Select “Connect” to establish communications with the
TESLA

‘lls TESLA 4000 Control Panel - [Main Menu]
File Yiew Help

TESLA 4000 Control Panel ~Select IED -
‘Records
“Trends

Continuous Recording
Events

Connect I

TESLA 4000-101224-05

...........................................

Metering
Utilities Delete I
- Configuration [% TR I

Exit |

Main Menu l

TESLA 4000 Control Panel [Current IED: TESLA 4000-101224- Not Connected  / 69
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— When connected, all data functions become bold and
enabled, and a Connected indication appears

— Select “Disconnect” to terminate the connection

‘!, TESLA 4000 Control Panel - [Main Menu]
File Yiew Help

TESLA 4000 Control Panel - Select IED
Records

|
Trends ] TESLA 4000-101224-05 - Disconnect ]
aatiaways Recording
I Ediit

Exit |_

Main Menu I

TESLA 4000 Control Panel [Current IED: TESLA 4000-101228- Connected
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For additional information:
www.erlphase.com

o _ support@erlphase.com

g 204-477-0591

The specifications and product information contained in this document are subject to change without notice.
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