
 

 

 

 

 

Getting Started with TESLA 4000 v2.0 
TESLA firmware 2.0 provides a range of user configurable access and control options which enable organizations 

to meet cyber security requirements as per IEEE standards. This firmware also introduces some new features and 

enhancements to many TESLA features. Please refer to the User Release notes on our website for details of new 

features and enhancements. Several changes were implemented to the TESLA Control Panel (TCP) v3.0 user 

interface to manage these new access and control options. The following steps have to be performed to configure 

the TESLA after the firmware upgrade.  

Steps to be followed 

After the communication is set up and the TESLA is added to the TESLA Control Panel in the case of a new 

installation (or for the existing user, after a firmware upgrade and the installation of the TCP v3.0), select the IED 

from the list and connect to it. 

In the TCP v3.0, Complete list of all IED’s is displayed not the drop down as earlier. An option for keyword search 

for the IED on all fields are available at the bottom left of the main screen. Available menu items on the left side 

for each user accounts will be different based on the roles assigned to that user account 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 - Connecting to TESLA 

Section 1: Connecting to the TESLA  

Select the IED from the list to connect. 

Menu items on the 

“Main Menu” tree 

will be different 

depending on the 

roles assigned to 

the user account 

used to login 

IED search option 

with keywords 

Show complete list 

of configured IEDs 

(instead of 

previous dropping 

list) 



 

 

    

 

 

 

Figure 2 - Connecting to TESLA 

Section 2: Logging in as “secadmin” 

Enter the default “secadmin” account to log in, keeping in mind that account name and password are case sensitive: 

Account name: secadmin 

Password: Secadmin@2015 

 



 

 

    

 

 

 

Figure 3- Login as “secadmin” 

Section 3: Create new user accounts 

Secadmin has to create the user accounts and assign the required roles for each user account. 



 

 

    

 

  

 

Figure 4 - Main Menu with “secadmin” credentials 

 

 

 

 

 

 

 

 

 

 

 



 

 

    

 

a) After logging in, clicking on “security” in the main menu leads to the Security page. 

 

 

Figure 5 - Security administrator screen 

b) To add a new user account, click on add to open that window. 

 
Figure 6 - Adding a new user account 



 

 

    

 

c) Enter the account name and password to create a user account. If needed, add comments in the 

comment box. 

d) To enable the user account, check “User Enabled”. 

e) Check the user roles that need to be given to the user account. For more details refer to TESLA 4000 

user manual, section 8.8 and chapter 17.  

 

Figure 7 - Configuring a new user account 



 

 

    

 

Section 4: Configure the security configurations 

 

Figure 8 - Additional security configuration menu 

 

 

 

 

 

 

 

 

 

 

 



 

 

    

 

Section 5: User accounts similar to previous firmware 

To configure the TESLA with user accounts similar to user access levels in earlier firmware versions, contact 

ERLPhase Technical Support and request the suggested security configuration settings file. To load this security 

configuration file, follow the following steps: 

a. Login as default secadmin, as shown in step 2. 

b. Go to the Security menu. 

c. Save the security configuration file names as “suggested_configuration.erlsecurity” to the computer in 

which the latest TCP is installed. 

d. Click the import security configuration and select the file to be imported.  

 

Figure 9 - Importing a security configuration 

e. The following confirmation window appears. Clicking “OK” rewrites the default security configuration with 

the new one. 

f. It is suggested to export the default security configuration if you wish to use those settings later.  

g. Importing Security Configuration also affects ‘Configuration’ settings, i.e. ‘General Settings’, ‘Access 

Rules’ and ‘Password Complexity’ as per the settings of the original configuration whose security file was 

derived. 



 

 

    

 

 

Figure 10 - Caution before saving imported security configuration 



 

 

    

 

Section 6: Changes with new RBCS 

In RBCS v4.0, user credentials are required when adding an IED to the RBCS. The user account used in the 

credentials should have the RCDREADER role to fetch records from the IEDs. By default: 

User name: rbcs 

Password: Rbcs@2015 

If needed, different user accounts can be created for this purpose. Follow the steps in section 3. 

 

 

Figure 11 - RecordBase Central Station security configuration 

 

 

 

 

 

 

 

 

 



 

 

    

 

Section 7: Changes with IED configurator tool  

In the IED configurator, in the login setup, the username and password must be entered to send CID files to the 

unit. The default user account provided is: 

User name: IecFtp  

Password: ERLPhase2010  

 

Figure 12 - IEC 61850 configurator 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

    

 

Section 8: Changes with the Cooperative Record group  

When configuring the cooperative group, the user must enter a username and password, which is used as the 

credential for inter IED communication. The default user account is: 

 User name: coop 

 Password: Coop@2015 

If needed, a new user account can be created by the secadmin. Please refer to TESLA 4000 User Manual (section 

8.8 and 17.3) to learn about roles and rights.  

 

 

Figure 13 - Cooperative group security account 

The specifications and product information contained in this document are subject to change without notice. In case of 

inconsistencies between documents, the version at www.erlphase.com will be considered correct. (D04362R00.00) 
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