
 

 

 

  

Configuring TESLA 4000 v2.0 to 

Simulate Previous Firmware Versions 
 

Introduction 

This note advises customers about settings in cases where they need the TESLA 4000 v2.0 firmware to 

operate, but require TESLA Control Panel (TCP) software to be configured, similar to previous firmware version. 

However, we recommend that users try to use all cybersecurity features offered, as intended, with full 

functionality. 

Suggested Role Assignments and User Accounts 

SECADMIN creates and assigns the password for all user accounts in each TESLA IED.  

SECADMIN must define these user accounts for each TESLA IED. 

Roles provided to be assigned to each user account are VIEWER, OPERATOR, ENGINEER, INSTALLER, 

MAINTENANCE, UPDATE, SECAUD, RCDREADER and COOPGROUP. Multiple roles can be assigned to any 

user. 

If the user has many DFRs in operation, the cyber-security configuration can be saved/exported to a designated 

folder location and imported/transferred to other units in their system. Thus, all units can have the same cyber-

security settings. 

 

 

Figure 1 – Export/import security configuration file 

 
 
To keep the user accounts configuration similar to previous firmware settings, the following accounts and role 

assignments can be defined by SECADMIN user. 



 

 

 

Below is the SECADMIN screen used to add new users. In this case, to create the users View, Change and 

Service will appear as shown in the following figure. Click “Add” to add a new user which is not included in the 

default roles. 

 

 

Figure 2 - Security utility menu 

  



 

 

 

1. VIEW user account 

For an account with rights similar to the VIEW level of user access in firmware previous to V2.0, the new user 

account can have VIEWER and OPERATOR roles linked to it. This user is allowed to view and download 

records, trends and settings, but is not allowed to delete or modify settings and records. Figure 3 shows the 

security configuration screen for user “view”. The password for this user should be selected as “view”.  

 

Figure 3 - Security configuration for the user "view" 



 

 

 

 

Figure 4 - Main menu > Security – edited “view” 

 

  



 

 

 

2. CHANGE user account 

For the CHANGE level of user access, the user account should have the VIEWER, OPERATE and ENGINEER 

roles linked to it. This user is allowed to view, download as well as delete records/trends and is also allowed to 

modify settings. Figure 5 shows the security configuration screen for user “change”. The password for this user 

should be selected as “change”.  

 

Figure 5 - Security configuration for the user "change" 



 

 

 

 

Figure 6 - Main menu > Security – edited “change” 

 

  



 

 

 

3. SERVICE user account 

For the SERVICE level of user access, the user account should have the VIEWER, OPERATOR, ENGINEER, 

MAINTENANCE and UPDATE roles associated with the account. In previous firmware versions the Service user 

was able to view and change passwords; now user accounts and passwords are handled by the Secadmin 

account.  

Since the Maintenance and Update roles (previously available only in the HyperTerminal session) are now 

moved to the TESLA Control Panel Main Menu, the Maintenance and Update roles can be assigned to the 

Service user account. 

Figure 7 shows the security configuration screen for user “service”. The password for this user should be 

selected as “service”.  

 

 

Figure 7 - Security configuration for the user "service" 



 

 

 

 

Figure 8 - Main menu > Security – edited “service” 

  



 

 

 

4. SECAUDIT user account 

The Secaudit role gives access to the audit trail log, which has time-stamped details about login attempts, 

success, setting changes, trigger records, export/import of the security configuration files, etc. This account is for 

the monitoring of all activities within the recorder. See screen capture below for reference. 

 

Figure 9 - Audit trail log 

 

5. RBCS, COOP, IecFtp accounts 

These user accounts are only required if the associated functions/features are being used. These accounts are 

typically dedicated and exclusive (i.e. all other privileges are usually blocked). If needed for simplicity, default 

settings can be used for these accounts so that anybody can perform these activities without entering user 

account details.  

• RBCS 

This account has the rcdreader and coopgroup roles associated with it. They are the credentials 

required within the RBCS (RecordBase Central Station) Collector, for collecting and managing records. 

The figure below shows where the credentials must be entered in the RBCS Collector module. If RBCS 

is not being used, this account is not necessary.  



 

 

 

 

Figure 10 - RecordBase Central Station account credentials 

 
This role only allows the “collection” of records from the recorder. The “Delete Remote Records After 

Transfer” option cannot be performed by this user, as the role does not have the privilege to delete 

records from the IED. Adding the ENGINEER role to this account will give the user the rights to delete 

records (option within the RBCS Collection Rules configuration, see below). 



 

 

 

 

Figure 11 - ENGINEER role to this account allows the user the rights to delete records 

 

  



 

 

 

• COOP 

This is the default credential used to create a cooperative group, shown in the following figure. This user 

account only has a coopgroup role. For optimal performance, it’s recommended that no other roles be 

combined with this account. 

 

Each individual recorder within a COOP group must be configured with a COOP user account. 

 

 

Figure 12 - Coop Group security credentials 

 

 

 

 

 

  



 

 

 

• IecFtp 
This is the user account credential required for use with the ERL 61850 IED Configurator. This user 

account has the Installer privileges. Credentials are used/entered when adding the Recorder/IED to the 

ERL 61850 Configurator list.  

 

 

Other options with SECADMIN 

The following shows the default security screen of SECADMIN:

 

Figure 13 - Default security screen for SECADMIN 



 

 

 

In General Settings, the Remote Firmware Update Enabled must be checked for the Firmware Update menu to 

appear in the main menu. 

 

Figure 14 - Remote Firmware Update Enable setting 

In Access Rules, all items can be set to maximum, if users prefer access similar to previous firmware.  

 

Figure 15 - Access Rules configuration screen 

Password complexity rules can be modified as required. If needed all the items can be unchecked, which in 

essence foregoes any rules for password complexity. 



 

 

 

 

Figure 16 - Password complexity configuration screen 

 

These recommendations will help customers who require TESLA v2.0 to behave similar to the previous firmware 

releases. We strongly recommend the use of all the cyber security features available.  

 

The specifications and product information contained in this document are subject to change without notice. In case of 

inconsistencies between documents, the version at www.erlphase.com will be considered correct. (D04338R00.00) 
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