Configuring TESLA 4000 v2.0 to
Simulate Previous Firmware Versions

Introduction

This note advises customers about settings in cases where they need the TESLA 4000 v2.0 firmware to
operate, but require TESLA Control Panel (TCP) software to be configured, similar to previous firmware version.
However, we recommend that users try to use all cybersecurity features offered, as intended, with full
functionality.

Suggested Role Assignments and User Accounts
SECADMIN creates and assigns the password for all user accounts in each TESLA IED.
SECADMIN must define these user accounts for each TESLA IED.

Roles provided to be assigned to each user account are VIEWER, OPERATOR, ENGINEER, INSTALLER,
MAINTENANCE, UPDATE, SECAUD, RCDREADER and COOPGROUP. Multiple roles can be assigned to any
user.

If the user has many DFRs in operation, the cyber-security configuration can be saved/exported to a designated
folder location and imported/transferred to other units in their system. Thus, all units can have the same cyber-
security settings.

Configuration

Configuration
[ Conecal Seltngs ] [ General Settings ]
[ gccoas fluee ] Security | [ Access Rules ]
[ Password Complexity ] Conflg :.:'atlon [ Password Complexity ]
[ Export Security Configuration ]

[ Export Security Configuration ]

[ Import Security Configuration ]

[ Import Security Configuration ]

Figure 1 — Export/import security configuration file

To keep the user accounts configuration similar to previous firmware settings, the following accounts and role
assignments can be defined by SECADMIN user.
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Below is the SECADMIN screen used to add new users. In this case, to create the users View, Change and
Service will appear as shown in the following figure. Click “Add” to add a new user which is not included in the

default roles.

File

Help

r — 2 .

Security
Accounts

Users

coop
engineer
lecFtp
installer
maintenance
operator
rbcs
secadmin
secaudit
update

Roles

RCDOREADER

Add ]E Delete j[ Edit

] [ Contingency Account

Configuration

’ General Settings.

]
’ Access Rules ]
]

[ Password Complexity

’ Export Security Configuration ]

’ Import Security Configuration ]

TESLA Control Panel v3.0

Main Menu Security

Current IED: Eighteen Channel

Connected

Figure 2 - Security utility menu
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1. VIEW user account

For an account with rights similar to the VIEW level of user access in firmware previous to V2.0, the new user
account can have VIEWER and OPERATOR roles linked to it. This user is allowed to view and download
records, trends and settings, but is not allowed to delete or modify settings and records. Figure 3 shows the
security configuration screen for user “view”. The password for this user should be selected as “view”.

“,v TESLA Control Panel - [Security]

File Help
Save User
Security
Accounts
| Maxi 23ch Allowed ch atoz.AtoZ Oto9and
View By | User v Account Name: view IHS8( s - /-<=>2@0" ™)
1
Users Roles : Password: :
change VEWER 1 :
coop : Verify Password 1
lecFtp e o
maintenance
rbes
secadmin Comment: | Factory default
secaudit
service
undate
o1 £ user Enabled
[ Remind user to change password on next login
[Juser vaii date range
n 1213111969
n. | 12/31/1969
User Roles
[]coopPGrouP [Jsecaom
[_JENGINEER [JsEcAuD
[JINSTALLER []UPDATE
L] M VEWER
%[OPERATOR
per| o ==L =
1\ Close
TESLA Control Panel v3.0 Current IED: Tesla Connected

Figure 3 - Security configuration for the user "view"
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TESLA Control Panel - [Security]

File Help

Security
Accounts =
View By | User v|

Users :-Roles

1

1 1 [
change 1| OPERATOR : ~
coop HEE H T
lecFtp L )

maintenance
rbcs
secadmin
secaudit Password Complexity
service L |
update r = |
| Export Securty Configuraton |

General Settings

Access Rules

| import Security Configuration |

o || oo | [CE] |

TESLA Control Panel v3.0

Current |ED: Tesla Connected

Figure 4 - Main menu > Security — edited “view”
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2. CHANGE user account

For the CHANGE level of user access, the user account should have the VIEWER, OPERATE and ENGINEER
roles linked to it. This user is allowed to view, download as well as delete records/trends and is also allowed to

modify settings. Figure 5 shows the security configuration screen for user “change”. The password for this user
should be selected as “change”.

”v TESLA Control Panel - [Security]

File Help

Save User

Security
Accounts

> 5 Maximum 23 characters. Allowed characters ato z.. Ato Z, Oto 9 and
View By |Ceot - e | 880" /<=>?@"_J0~)

Users Roles 1
1
ENGINEER !
TTo0p H
1

OPERATOR
lecFtp VEWER || e e L
maintenance
rbcs
secadmin Comment: | Factory default
secaudit
service
update
view [ user Enabled

E Remind user to change password on next login
[Juser vaiid date range

n: [12/31/1969

n: [12/31/1969

Add Delete . Y AQ Save User Cancel

i) cose

TESLA Control Panel v3.0 Current [ED: Tesla Connected

Figure 5 - Security configuration for the user "change"
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TESLA Control Panel - [Security]

File Help

Security
Accounts =
View By | User v|

Users

-
(]
i i
1 H c
j|ENGINEER -
coop 1| OPERATOR :
' i
L 1

lecFtp VEWER
maintenance
rbcs
secadmin
secaudit Password Complexity
service L

update

view | Export Security Configuration |

General Settings

Access Rules

| import Security Configuration |

o || oo | [CE] |

TESLA Control Panel v3.0

Current |ED: Tesla Connected

Figure 6 - Main menu > Security — edited “change”
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3. SERVICE user account

For the SERVICE level of user access, the user account should have the VIEWER, OPERATOR, ENGINEER,
MAINTENANCE and UPDATE roles associated with the account. In previous firmware versions the Service user

was able to view and change passwords; now user accounts and passwords are handled by the Secadmin
account.

Since the Maintenance and Update roles (previously available only in the HyperTerminal session) are now
moved to the TESLA Control Panel Main Menu, the Maintenance and Update roles can be assigned to the
Service user account.

Figure 7 shows the security configuration screen for user “service”. The password for this user should be
selected as “service”.

‘@ TESLA Control Panel - [Security]

File Help

Save User

Security
Accounts
” 2 = Maxi 23ch Allowed ch atoz., AtoZ Oto 9and
View By |80 = _:\-w_o:n:ria_m:._ serves - I'#88°(°+.-/:<=>7@["_)™)
I
Users Roles : Password: :
change ENGINEER 1 :
coop INSTALLER | Verfy Password: |
lecFtp OPERATOR ey o
maintenance VEWER
rbcs
secadmin Comment: | Factory default
|_ |
Tupgate
view [ user Enabled
[ Remind user to change password on next login
[[Juser vaiid date range
n: | 12/31/1969
12/31/1969
User Roles
[]coopsROUP. SECADM
[ZJENGINEER | SECAUD
|_JINSTALLI
A veweR______]
JOPERAT
s | [owe ==L cacs
1\ Close
TESLA Control Panel v3.0 Current IED: Tesla Connected

Figure 7 - Security configuration for the user "service"
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TESLA Control Panel - [Security]

File Help

Security
Accounts =
View By | User v|

Users

r

H ]

- |
change 1[encmeer 1
coop 1| MAINTENANCE ! I =
lecFtp 1| opeRATOR : [ General Settings
maintenance 1| UPDATE :
rbes :. 1
secadmin
secaudit Password Complexity
:
update r |
v:dw | Export Security Configuration |

Access Rules

| import Security Configuration |

o || oo | [CE] |

TESLA Control Panel v3.0

Current |ED: Tesla Connected

Figure 8 - Main menu > Security — edited “service”
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4. SECAUDIT user account

The Secaudit role gives access to the audit trail log, which has time-stamped details about login attempts,
success, setting changes, trigger records, export/import of the security configuration files, etc. This account is for
the monitoring of all activities within the recorder. See screen capture below for reference.

Audit Trail
Audit Trail Records:
SEQN DTM OsR CLASS NAME DETRAILS EXTINFO =
444 2018-03-05T13:58:57... secauditslé event LOGIN sta= "success:pawdupdate rgd' prtcl= "ICP' po... =
443 2018-03-05T13:16:25... gecadmin%l’s event LOGOUT sts= "manual'
44z 2018-03-05T13:16:03... secadmin%ls event LOGIN sta= "success' prtcl= 'ICP' port= 'ETHERNET" ...
441 2018-03-05T13:14:55... secadmin%ld event LOGOUT sts= "menual’
440 2018-03-05T13:14:36... sSecadmin$ld event LOGIN stas= "success' prtcl= 'ICP' port= 'ETHERNET" ...
435 2018-03-05T13:11:41... % RQSEV % alarm CONNECT sts= "failed' prtcl= "ICP' port= 'ETHERNET' c... logout attempt i
438 2018-03-05T13:10:04... change%l3 event LOGOUT sts= 'manual’
437 2018-03-05T13:08:06... change%l3 event LOGIN sta= "success:pswdupdate rgd' prtcl= "ICP' po...
436 2018-03-05T13:07:47... sgecadmin%l2 event LOGOUT sts= "manual'
435 2018-03-05T13:05:46... sSecadmin®l2 event LOGIN sts= '"success' prtcl= 'ICP' port= 'ETHERNET" ...
434 2018-03-05T13:05:28... gecadmin3ll event LOGOUT sts= "manual'
433 2018-03-05T13:05:19... sSecadmin¥ll event LOGIN sts= '"success' prtcl= 'ICP' port= 'ETHERNET" ...
432 2018-03-05T13:05:13... secadninl0 event LOGOUT sts= "manual'
431 2018-03-05T13:04:58... sSecadmin®ld event LOGIN sts= '"success' prtcl= "ICP' port= 'ETHERNET" ...
430 2018-03-05T13:04:52... change%’d event LOGOUT 3ts= "manual’
4239 2018-03-05T13:04:15... change%d EVENT LOGIN 3tg= 'success:pawdupdate rgd' prtcl= "ICE' po...
428 2018-03-05T13:04:06... wview:d eVEnt LOGOUT 3ts= "manual’
427 2018-03-05T12:53:21... wviewid event LOGIN gts= "success:pswdupdate rgd' prtcl= "ICE" po...
426 2018-03-05T12:53:11... change%7 evVent LOGOUT 3ts= "manual’
425 2018-03-05T12:53:00... change%’7 evVent RCDIRIG 3ts= 'success' type= 'swing'
424 2018-03-05T12:52:10... change%7 event RCDIRIG 3ts= "success' type= 'fault’
423 2018-03-05T12:52:05... change%7 event RCDIRIG 3ts= "success' type= 'fault’
422 2018-03-05T12:50:55... change$7 event LOGIN 3tg= 'success:pawdupdate rgd' prtcl= "ICE' po...
421 2018-03-05T12:50:46... % SECUM % event LOGIN gts= "failed:invalid credentials' uname= "cha...
420 2018-03-05T12:50:36... viewia event LOGOUT 3ts= "manual’
419 2018-03-05T12:49:43... viewsh event LOGIN 3ts= 'success:pswdupdate rgd' prtcl= "ICE' po...
418 2018-03-05T12:49:32... secadminis event LOGOUT st3= '"manual’
417 2018-03-05T12:46:23... 3secadmini5 event SECUCFG opr= "acct update' sts= "success’'
416 2018-03-05T12:46:12... secadminis event SECUCFG opr= "pswd complexity rules update' sts= "suc... -
< i +
|
Main Menu Audit Trail

Figure 9 - Audit trail log

5. RBCS, COOP, lecFtp accounts

These user accounts are only required if the associated functions/features are being used. These accounts are
typically dedicated and exclusive (i.e. all other privileges are usually blocked). If needed for simplicity, default
settings can be used for these accounts so that anybody can perform these activities without entering user
account details.

e RBCS
This account has the rcdreader and coopgroup roles associated with it. They are the credentials
required within the RBCS (RecordBase Central Station) Collector, for collecting and managing records.
The figure below shows where the credentials must be entered in the RBCS Collector module. If RBCS
is not being used, this account is not necessary.
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7~ N\
Setup New IED |25
Unit ID: I

IED Serial #: |
IED Type:  [TESLA &
Location: |unknown

~ Communication Mode

" Modem
Phone Number: l

Select Modem: I ;I

" LAN
IPAddess: | 0 . 0 . 0 . O

¢ Do Not Connect

~ Communication Port

TCP/IP Port Selection: I 7631 v I

Credentials

Username: Irbcs

Password: I"""""""""

Cancel l

(. 7

Figure 10 - RecordBase Central Station account credentials

This role only allows the “collection” of records from the recorder. The “Delete Remote Records After
Transfer” option cannot be performed by this user, as the role does not have the privilege to delete
records from the IED. Adding the ENGINEER role to this account will give the user the rights to delete
records (option within the RBCS Collection Rules configuration, see below).
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r R’
IED Collection Rules g

¥ Enable Polling
7 Sunday ™ Monday | Tuesday V Wednesday
[~ Thuisday | Friday ™ Saturday

Calling Window Polls During Period

Start CaIIAfter:| 2:06 == | | & Single Poll
@ End Call Before: [23.59 == || © Periodic: [E0 (5-93 minutes)

¢~ No Limit

— Session Limits
Maximum Records Transferred: |1 (1-999)

Time Limit: |1 (1-23 hours)

~ Retry Attempts
Maximum Attempts: |1 (1-99)

Delay Between Attempts: |1 (1-9 minutes)

~ Record Handling
% Transfer Newest Records First

||7 Delete Remote Records After Transfer

~COMTRADE Options
[” Convert To COMTRADE &fter Transfer

Format: IASCII v I

Output Path: |uninilialized

i

IExport in Secondary LI

I~ Overide Channel Names

From File: |uninitialized |

[V Offset Negative Start Times To Begin At Zero

~ Incoming Calls
™ Enable Cross-Triggering of Other IEDs

[~ Start Collection Immediately After Cross-Triggering

| 0K I Cancel

Figure 11 - ENGINEER role to this account allows the user the rights to delete records

. vy
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COooP

This is the default credential used to create a cooperative group, shown in the following figure. This user
account only has a coopgroup role. For optimal performance, it's recommended that no other roles be
combined with this account.

Each individual recorder within a COOP group must be configured with a COOP user account.

Cooperative Mode Setup

Member 1 (Connect Through - Gateway/Master)

Enable Wpg Rec 1 Get Status === connected connected unknown

coop sesnssnes

Member 2

Enable Wpg Rec 4 - Get Status === connected connected unknown

[¥] Use Member 1 account

coop sessssmns

Member 3

Enable  |Wpg Rec2 - Get Status ==» connected connected unknown

[¥] Use Member 1 account

coop sesnssnes

Member 4

Enable l192165.1.4 v] l Get Status === not connected not connected not connected

[¥] use Member 1 account

coop sesnssnes

w

ave Close

Main Menu Coop

Figure 12 - Coop Group security credentials
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e lecFtp

This is the user account credential required for use with the ERL 61850 IED Configurator. This user

account has the Installer privileges. Credentials are used/entered when adding the Recorder/IED to the
ERL 61850 Configurator list.

Login Setup @

IED Mame TESLA_ 1

User Mame |****** |

EXXXXX
Pazsword | |

Use default credentials
[ wse for all IEDs

[ Ok ] [ Cancel

Other options with SECADMIN

The following shows the default security screen of SECADMIN:

Security
Accounts

Users. Roles

EI [EGIEER St
pet vewen
lecFtp VIEWER General Settings
maintenance
=
secadmin

secaudit Password Complexity
service
update z Z
view Export Security Configuration

Impert Security Configuration
[ Add ] [ Delete ] [ Edit ] [ Contingency Account
l Close

Main Menu Securty

Figure 13 - Default security screen for SECADMIN
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In General Settings, the Remote Firmware Update Enabled must be checked for the Firmware Update menu to

appear in the main menu.

-

General Settings

Firmware Update

D Remote Firmware Update Enabled

Figure 14 - Remote Firmware Update Enable setting

In Access Rules, all items can be set to maximum, if users prefer access similar to previous firmware.

| LEMNGIMEER | =
~

Access Rules -

Select all the tems below that you wish to enforce for all

Session Duration Timeout: hﬁ 1to 8760 hours

All users are automatically logged out after
this time period regardless of activity.

Inactivity timeout: S0 3to 120 minutes

All ugers are automatically logged out after
this time period of inactivity.

Login Failure Handling

Maximum retries: 7 1to 30

Lockout timeout: 5 3to 60 minutes

Users will not be allowed to login again for
this time period.

Enable password change period

Change period: 450 1to 3650 days

Users will be asked to change their
passwords every interval

Figure 15 - Access Rules configuration screen

Password complexity rules can be modified as required. If needed all the items can be unchecked, which in

essence foregoes any rules for password complexity.
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- 1 | l

-

Password Complexity Rules

Select all the items below that you wish to enforce for password complexity

At least one uppercase character (A-Z)

At least one lowercase character (a-z)

At least one numerical character (0-9)

At least one spedial character: 58 0*+,-. [ <=>?@0 "~ _| T~

Enfaorce a minimum length

Minimum Length & -

Save Rules ] [ Exit

Figure 16 - Password complexity configuration screen

These recommendations will help customers who require TESLA v2.0 to behave similar to the previous firmware
releases. We strongly recommend the use of all the cyber security features available.

The specifications and product information contained in this document are subject to change without notice. In case of
inconsistencies between documents, the version at www.erlphase.com will be considered correct. (D04338R00.00)
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