Application Note
Basic Instructions to Communicate with TESLA

Compatibility
e TESLA model: 4000

e Firmware version: 2.1
e TCP version: 3.1

Contents
TESLA Communication OPtioNS @nd POIS .......oiiieiiiiie et e st e e e e s s st e e e e e e s s sntaae e e e e e e s s snnnnnneeeeessnnnnns 2
OIS 4
O 4
T | R 5
Setting up Computer for TESLA COMMUNICALION. .......cciiicuiiiiiiieeesesiieieeee e e s s st reeeesesssasbaeeeeaeessnssnrereeeeesssnnnrneeees 6
Installing TESLA CoNtrol PAnE] (TCP) ... ..uiiiiiiiiee ittt ettt ettt et e et e e s et e e s abne e e e ennes 6
Installing and Configuring ERLPASE USB DIIVET ........ccoiiuiiiiiiiiiie ittt e e e e e e 6
Configuring NUI MOGEIM DIIVE ........uuiiiiiiie e it e s e e e e e s et e e e e e e e st e e e e e e s sassntaaeeeeeeesanntaraeeeeeeessnnnrennnes 9
Cyber Security - Role Based AcCess CONIol (RBAC) ......oiuiiiiiiiiieie ittt 15
ROIES SUMIMBIY ...ttt a et e oo h bttt e ookttt ook b et e ok b et e ook b et e e e kb et e e s bbb et e s bbn e e e snnneee s 16
Default ACCOUNTS @NA PASSWOITS ........eiiiiiiiiiiiiiiee ittt e ettt e st e et e e e st e e e ssbb e e s ante e e e s asbaeeesansseeesansteeesanseeeens 17
Communicating With TESLA USING TCP ...ttt e e e e e st e e e e e s s st ae e e e e e e e annnrennees 18
AAING @ NEW TESLA ...ttt ettt e ettt e e o kbt e e ot et e e e e bb e e e e aabe e e e e anbbeeeeanbbeeeeaabneeenanee 18
Selecting “COMMUNICALION" .......iuiiie ittt e ettt e e et bt e e s bb et e e abe e e e e aabbeeeesabaeeeesabeeeeesabaeeeeanes 19
Network LinK (Ethernet Cable) ........uece it s et e e e e s e st e e e e e e e s snnntarneeeaeeenas 20
Direct Serial LINK (USB CabIE) .....cciiiiiiiiiiiiie ittt ettt sttt e et e e st a e s st e e e snbseeesnneeee s 22
Direct Serial LiNk (RS-232 CADIE) ........ooiiiiiieiiiiiee et 24
1Y/ To 1= T I SRS 26
Editing “Communication” Link and Connecting to a Configured TESLA UNit.........ccccveiiiiiiiiiiiieeeeeeiieeen, 26
Terminal User INterface (UI) SEIVICE.........uu ittt ettt et e e e e e e s e bbbt e e e e e e e s bbbbeeeeeeaeaanns 31
Network Configuration Recovery Utility (POrt 401 [P AdAreSS) ....ccovuueiiiiiiiiiieiiiiie et 31
Security Configuration Restoration to Factory DefaultS.............coo e 33

www.erlphase.com



TESLA Communication Options and Ports

The TESLA recorder has multiple communication ports for local and remote access to its user interface and
SCADA services.

Connect to the recorder to access its user interface and SCADA services by:
e Front USB 2.0 interface (user interface)

»  Front or rear copper or optical Ethernet network link (user interface, SCADA and IEC 61850)
» Direct serial link (user interface and SCADA)

* External or internal modem link (user interface only)
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Ports

The various communication ports for local and remote access to TESLA's user interface are shown in the

figures below:

Front
() )
(- (-
o .
[ J
[ J
[ ]
o = -
() )
Port 401

RJ-45 receptacle, 100BASE-T Ethernet interface. Default IP
=192.168.100.80. Used for user interface access or SCADA

access through Ethernet LAN. * An extension of rear 401 port.

Port 450

USB-B receptacle, High speed USB 2.0 interface.
Used for user interface access. Default fixed baud rate
115,200 N81 (no parity, 8 data bits, 1 stop bit).
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Rear
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{ Port 405
RS-232 DCE female DB9. Used for:
 User interface access through a direct serial
connection
» User interface access through an external
modem. The optional ERLPhase Modem Adapter
converts this port to a Data Terminal Equipment
(DTE) to simplify connection to an external
modem
 Default Setting: 38,400 baud N81 (no parity, 8
data bits, 1 stop bit)
Port 404
RS-232 DCE female DB9. Used for SCADA
communication Default Setting: 19,200 baud O71 (odd
parity, 7 data bits, 1 stop bit)
Port 402

RJ-45 receptacle or ST type optical receptacle (factory
configured). 100BASE-T or 100BASE-FX (1300nm, multi-mode)
Ethernet interface. Default IP = 192.168.101.80 . Used for user
interface access or DNP SCADA access through Ethernet LAN.

Port 401

RJ-45 receptacle or ST type optical receptacle (factory configured).
100BASE-T or 100BASE-FX (1300nm, multi-mode) Ethernet interface.
Default IP = 192.168.100.80 . Used for user interface access or DNP
SCADA access through Ethernet LAN.

Port 400
RJ11 receptacle, Internal modem interface. Default Baud rate 38,400 N81
(no parity, 8 data bits, 1 stop bit).
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Setting up Computer for TESLA Communication
Before communicating with TESLA, the following 3 pieces of software must be installed and / or configured on
your computer:

e TESLA Control Panel (installed)
e ERLPhase USB Driver (installed and configured)
e Null Modem Driver (configured)

Find this software from ERLPhase website (http://www.erlphase.com).

Installing TESLA Control Panel (TCP)
http://erlphase.com/downloads/software/TESLA 4000 Control Panel Installation.zip

Run the executable installation file “D02791R03.10 - TESLA 4000 Control Panel Installation.exe”.
I Choose 50 or 60 Hz, depending on your application.
Note: Microsoft Windows security may prevent non-administrative user accounts from storing data under

C:\Program Files(x86); it may be necessary to change the default record and config storage locations for the
IEDs.

Installing and Configuring ERLPhase USB Driver
http://erlphase.com/downloads/software/ERLPhase USB_driver.zip

Run the executable installation file “ERLPhase_USB_Driver_Setup_vl.exe".

Follow the steps shown below:

# TUSB3410 Driver v6.7.4.0 Setup =

Welcome to TUSB3410 Dniver Setup

Setup will guide you through the installation of TUSE3410
Driver,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue,

Cancel
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If either of the following messages appears, click “Install this driver software anyway” (or “Continue anyway”):

 “Windows can't verify the publisher” (Windows 7)
* “The software you are installing has not passed Windows logo testing to verify its compatibility with Windows

XP” (Windows XP)

§ TUSB3410 Driver v6.7.4.0 Setup
License Agreement

Please review the license terms before installing TUSB3410
Driver.

Press Page Down to see the rest of the agreement.

TUSB3410 VCP Driver Software License Agreement
(Wersion 1 as of 27 March 2008)

Important - Please read the following license agreement carefully.
This is a legally binding agreement. After you read this license
agreement, you will be asked whether you accept and agree to the
terms of this license agreement. Do not click “l have read and .,

If you accept the terms of the agreement, select the first option below. You must accept the
agreement to install TUSE3410 Driver. Click Mext to continue,

(@)1 accept the terms of the License Agreement! !aﬁl

< Back

Cancel
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§ TUSB3410 Driver v6.7.4.0 Setup

Choose Install Location
Chioose the folder in which to install TUSE 3410 Driver.

Please select your installation directory:

Destination Folder

|
Default folder

Browse,..

Space required: 5.
Space available: 15.9 GB

§ TUSB3410 Driver v6.7.4.0 Setup =

TUSB3410 Dnver Setup Complete

TUSE 3410 Driver has been installed on your computer.,

Click finish to dose this wizard.

ncel

(]
L

|ca
]
[l

-~
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I Connect TESLA 4000 (front USB-B Receptacle Port 450) to your computer using a USB cable.

Microsoft “Found New Hardware” wizard may appeatr.

To verify the proper installation of ERLPhase USB Driver, go to MS Windows ‘Device Manager’ and follow the

following steps:

ﬂ Device Manager

File  Action View Help

s | @ E HmE B RXE

v & C-00000043
| Audio inputs and outputs
% Batteries
0 Bluetooth
® Cameras
O Computer
= Dizk drives
5§ Display adapters
Human Interface Devices
== |DE ATA/ATAPI controllers
% Imaging devices
= Intel WiLSB
Keyboards
@ Mice and other pointing devices
[ Monitors
I Metwork adapters
[ Portable Devices

w ﬁ Ports (COM & LPT)
ﬁ ERLPhasze 4000 Series Device (COM3)

— Frnint queues

[ Processors

[ Proximity devices

[ Sensors

B Software devices

i Sound, video and game controllers

G Starane cnntrnllers

Configuring Null Modem Drive

I Connect TESLA 4000 (front USB-B Receptacle Port 450) to your computer using a USB cable.

Go to MS Windows ‘Phone and Modem’ and follow the following steps:
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& Phone and Modem

h you are dialing.

Locations:

hlays the locations you have specified. Select the

Location Area Code
0] My Location 416

New... Edit... Delete

& Phone and Modem

Digling Rules Modems  Advanced

a The following modems are installed:
-

Modem Attached Ta

E;Eemu:n.re Properties

oK Cancel Apphy

www.erlphase.com



Add Hardware Wiz

Install New Modem

Do you want Windows to detect your modem?

Windows will now try to detect your modem. Before
continuing. you shaould:

1. Kfthe modem is attached to your
computer, make sure it is tumed on.

2. Quit any programs that may be using
the modem.

Click Next when you are ready to continue.

[v Dont detect my modem; | will select it from a st : m—

< Back (ancel

Add Hardware Wizard

Install New Modem

Select the manufacturer and model of your modem. If your medem is not listed, or if you have
an installation disk, click Have Disk.

-
Manufacturer Models ()
(Standard Modem Types) Communications cable between two computers
Standard Cell Phones [=] Parallel cable between two computers

[=lstandard 300 bps Modem

[=lstandard 1200 bps Modem

(1 o e e R V. ¥, ) Sy ' PR <
Have Disk...

[5] This driver is digitally signed.
Tell me why driver signing is important

<Back | Net> { | Cancel
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Install From Disk

H Ingert the manufacturer's installation disk, and then
~ - make sure that the comect drive is selected below.

Copy manufacturer’s files from:

oK

Cancel

Al

Default location:

C:\Program Files (x86)\ERLPhase\TESLA Control Panel

Look in: | | | TESLA Cortrol Panel v| @ @ £ @

e

Date modified Type

* Mame

5/13/2016 11:41 AM  Setup Infc

Quick access

Desktop
™
Likrraries
This PC
g <

Metwork

File name: Mull_mdm irf

v| | [open

Files of type: Setup Information (*inf)

Cancel
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Install From Disk

H Ingert the manufacturer's installation disk, and then
~ - make sure that the comect drive is selected below.
Cancel
Copy manufacturer’s files from:
C:Program Files (x86)"ERLPhase " TESLA Contral | - Browse...

Add Hardware Wizard

Install New Modem

Select the manufacturer and model of your medem. If your moedem is not listed, or if you have
- an installation disk, click Have Disk.

Models
ERLPhase Mull Modem

This driver is not digitally signed! Have Disk...
m ig ig

Tell me why driver signing is important

< Back Cancel
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Add Hardware Wiz

Install New Modem
Select the port(s) you want to install the modem on.

You have selected the following modem:

ERLPhase Mull Maodem

On which ports do you want to install #7

" Al ports
¥ Selected ports

< Back

Cancel

Add Hardware Wizard

Install New Modem
Maodem installation is finished!

four modem has been set up successfully.

if you wart to change these settings, double-click the
Phone and Madem Options icon in Control Panel, click the
Modems tab, select this modem, and then click Properties.

< Back

Cancel
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& Phone and Modem

Dialing Fules Modems  Advanced

a The following modems are installed:
L

| Madem Attached Tao

[—1ERLPhase Mull Modem COom3

Gﬂemnve Properties

[ ok || Cancel | Aepl

\ 4

I'If ‘Direct Serial Link’ communication is to be used with an RS-232 cable, while connected to TESLA,
please repeat the process presented above selecting the respective COM port for this connection.

Cyber Security - Role Based Access Control (RBAC)
TESLA uses an accounts system, associated with hard-coded roles, for user authentication and authorization.

The account system is used for all types of interactive user services. The account system is stored locally on
IED.
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Roles Summary

VIEWER Can view parameters and browse menus
OPERATOR Can read parameters and perform control operations
Can read and change parameters, change configuration (other Pre-defined
ENGINEER } 0 : ;
than ‘Security’) and settings, full access to files User Roles
Can view parameters, change configuration (other than defined in
INSTALLER ‘Security’) and settings IEC62351-8
SECADM Can read and change ‘Security’ configuration
SECAUD Can read and download audit trail log
MAINTENANCE Can perform TESLA 4000 maintenance functions
UPDATE Can perform TESLA 4000 firmware update
RCDREADER Can access TESLA 4000 record storage TESLA 4000
Default User
COOPGROUP Designated for the inter-TESLA COOP mode communication Roles
Designated for RecordBase Central Station (RBCS) access to
RBCS TESLA 4000 record storage and RBCS related communication

configuration
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Default Accounts and Passwords

Account (User Name) Assigned Roles

VIEWER OPERATOR
view view
VIEWER OPERATOR
change change ENGINEER
VIEWER OPERATOR
service service ENGINEER UPDATE
MAINTENANCE
UPDATE
update Update@2015
MAINTENANCE
maintenance Maintenance@2015
COOPGROUP
coop Coop@2015
RBCS
rbcs Rbcs@2015
SECADM
secadmin Secadmin@2015
SECAUD
secaudit Secaudit@2015
INSTALLER
lecFtp ERLPhase2010

I The view, change and service default user accounts provide users with privilege levels equivalent to
the TESLA 4000 firmware versions prior to v2.0.
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Communicating with TESLA Using TCP

Run the TESLA Control Panel

"
Hhy

TESLA Control
Panel

Adding anew TESLA

Follow the steps shown below:

I Connect to TESLA via either a ‘Network Link’, ‘Direct Serial Link’ or ‘Modem Link’. Please see
instructions below.

Ul TESLA Control Panel - [Main Menu]

File Help

- Records

- Trends

-Continuous Recording
- Settings

Name: Location Model Configuration

Connect Edit Add New Delete

Exit

Main Menu I

TESLA Control Panel Current [EC: MOMNE_SELECTED Mot Connected
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Add MNew [ED ...

IED Definition

IED Name:
Comments:

Location:

ED Serial Mumber:
Model: | TESLA w

Configuration:| TESLA 3000/4000 - 35 Channels  ~
PMU Module: []

Communicatien

OF

(® First IP Address (Port 401} | . . _ |
() second IP Address (Port 402) | . . . |

[Juse SOCKSS Proxy
Server |P: | . . . |

Select the

Port Mumber: | g “Communication” link!

Please see instructions

(") Direct Serial Link ~ Serial Link: COM2: ERLPhase Hull Modem ~ below.
Baud Rate: 38400 ~
() Modem Link Modem: | No Modems Available “
Phone Number:
DCunnect Through IED: =
Part (Metwork, Serial and maodem); @ Uze default Port
| Add New Modem/Serial Link Get Information From TESLA
Folder placement
Recordings Folder: Browse ...
Configs Folder: | Browse ... |
Save IED definition

Selecting “Communication”

I Ensure chosen “Communication” link matches to the physical communication medium connected to
TESLA.
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Network Link (Ethernet Cable)

Follow the steps shown below:

I Connect TESLA 4000 (front Ethernet port 401, or rear Ethernet port 401 or 402) to your computer using
an Ethernet cable. For this example, port 401 is used.

I For a straight connection from your PC to the TESLA using an Ethernet cable, ensure your PC’s IP
address is in the same network as TESLA'’s.

Add Mew IED ...

IED Definition

IECr Name:
Comments:

Location:

[ED Serial Mumber: Select
Modelf| TESLA ul

Configurationf| TESLA 3000/4000 - 35 Channels  «

PMU Module: | []
Cl:'nmunicatiun |

(;)Netwnrk Link (®) First IP Address (Port 401) 182 . 188 . 100 . &0
() Second P Address (Port 402) | . . . |

Default IP address

Port 401: 192.168.100.80
Port 402: 192.168.101.80

[Juse S0OCKSS Proxy
Server |P: | . . i |

Part Mumber: | g

(") Direct Serial Link Serial Link: COM3: ERLPhase Null Modem ke
Baud Rate: 38400 W
O Modem Link Modem; Mo Modems Available i

Phone Number:

D Connect Through [ED: =

Port (Metwwork, Serial and modem; Use default Port 3

| Add New Modem/Serial Link Get Information From TESLA | Click

Folder placement

Recordings Folder: Browse ..

Configs Folder: | Browse ... |

Save EDdeﬁn'rtiun| | Cancel |
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Enter Account Name and Password

Please enter an account name and password to logon to the IED.

Account Nﬂme:| view

Password: sesw

Logon

Add Mew IED ...

IED Definition

For this example, the following default
account is used for logon

Account Name: view

Password: view

| Enter the credentials of a user

account.

IED Name:

TESLA 4000-160617-01

Comments:

Location: | Macondo

[ED Serial Number:

TESLA-2000-160617-01

Model: | TESLA

R

Configuration:

TESLA 300074000 - 36 Channels

e

PMU Module:

Coemmunication

(®) Network Link

@ First IP Address (Port 401)
OSecund IP Address (PurHI}Z)| 192 . 168 .

|192.153_

100 . 20 |

17 . 250 |

TCP connects to TESLA and
retrieves information from the
unit to populate “Add New IED”
screen.

“IED Name”, “Comments” and
“Location” can be edit as per
user’s application.

[Juse SOCKSS Proxy

Server |P: |

Part Mumber: | g

(") Direct Serial Link

Serial Link:

Baud Rate:

COM3: ERLPhase Null Modem w

32400

S

() Modem Link Modem

. No Modems Available

Phone Number:

O Connect Through IED:

St

Port (Metwork, Serial and modem):| 7631 [Juse default Port

| Add New Modem/Serial Link

Folder placement

| Get Information From TESLA |

Recordings Folder:

ChUsersiacliveira\Documents\ERLPhase \TESLA Control Par

Browse ...

Configs Folder:

ChUserstacliveira\Documents\ERLPhase \TESLA Control Par

| Browse ... |

Save EDdeﬁn'rtinn| | Cancel |
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Direct Serial Link (USB Cable)

Follow the steps shown below:

I Ensure proper installation and configuration of the USB Driver and configuration of the Null Modem.
Please refer to “Computer setting up for TESLA Communication” section.

I Connect TESLA 4000 (front USB port 450) to your computer using a USB cable.

Add Mew IED ...

IED Definition

IED Name:

Comments:

Location:
[ED Serial Mumber:
Model: | TESLA w

Configuration: | TESLA 3000/4000 - 35 Channels  «

PMU Module: [ ]

Cgmmunication Sel ect
() Network Link (®) First IP Address (Port 401) | . . . |
(O Second IP Address (Port 402) | . . . | Select
Use SOCKSS Proxy .
Server .| | Configured COM port
Erver (F: B .
associated with USB
Part HUmeEr: | 0 connection
(®) Direct Serial Link Serial Link: |COM3Z ERLPhase Null Modem ~ 1
Baud Rate: | 115200 E:

Default Baud Rate:
115200

() Modem Link Modem; No Modems Available ke

Phone Number:

O Connect Through [ED: =

Port (Metwwork, Serial and modem: Use default Port

| Add New Modem/Serial Link Get Information From TESLA |

Folder placement

Recordings Folder: Browse ..

Configs Folder: | Browse ... |

Save EDdeﬁn'rtiun| | Cancel |
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For this example, the following default
account is used for logon

Account Name: view

Password: view

Enter Account Name and Password

Please enter an account name and password to logon to the IED.

Acoour Name view | Enter the credentials of a user
R | account.

Password:

Logon || Cancel |

Add Mew IED ...

IED Definition

ED Name: | TESLA 4000-160617-01

TCP connects to TESLA and
retrieves information from the
unit to populate “Add New IED”

Comments:

Location: | Macondo

[ED Serial Mumber: | TESLA-2000-160817-01

screen.
Model: | TESLA w
Configuration: | TESLA 3000/4000 - 35 Channels  « “IED Name", “Comments” and
Pk WIS “Location” can be edit as per
Communication user’s application.
() Metwork Link (®) First IP Address (Port 401) | 182 . 188 . 100 . &0 |

() Second P Address (PurHI}2)| 192 . 188 . 17 . 250 |

Use SOCKSS Proxy
Server |P: | : . . |

Part Mumber: | g

@ Direct SerialLink  Serial Link: | COM3: ERLPhase Null Modem >
Baud Rate:| 115200 o
() Modem Link Modem: | No Modems Available e

Phone Number:

O Connect Through IED: ~
Port (Metwork, Serial and modem):| 7631 [Juse default Port
| Add New Modem/Serial Link | Getnformation From TESLA |

Folder placement

Recordings Folder: | C\Userstacliveira\Documents\ERLPhase \TESLA Control Par Browse ...
Configs Folder:| C\Users\acliveira\Documents\ERLPhase\TESLA Control Par| Browse ... |

Save EDdeﬁn'rtinn| | Cancel |
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Direct Serial Link (RS-232 cable)

Follow the steps shown below:

I Ensure proper configuration of Null Modem. Please refer to “ Setting up Computer for TESLA
Communication” section.

I Connect TESLA 4000 (rear serial port 405) to your computer using an RS-232 cable.

Add New IED ...

IED Definition

IED Name:

Comments:

Location:
[ED Serial Mumber:
Model: | TESLA w

Configuration:| TESLA 3000/4000 - 35 Channels  ~
PMU Module: []

Communication

() Network Link (®) First IP Address (Port 401) | . . . |
() Second IP Address (Port 402) | . . . | Select
Use SOCKSS Proxy .
Server | | Configured COM port
Erver (F: . . .
associated with Serial
Port Mumkber: | g Connection
(®) Direct Serial Link Serial Link: |COM4Z ERLPhase Null Modem #2 ~ 1
Baud Rate: |334DD E:
: Default Baud Rate:
() Modem Link Modem: No Modems Available w

38400

Phone Number:

D Connect Through [ED: =

Port (Metwwork, Serial and modem; Use default Port

| Add New Modem/Serial Link Get Information From TESLA |

Folder placement

Recordings Folder: Browse ..

Configs Folder: | Browse ... |

Save EDdeﬁn'rtiun| | Cancel |
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For this example, the following default
account is used for logon

Account Name: view

Password: view

Enter Account Name and Password

Please enter an account name and password to logon to the IED.

Acoour Name view | Enter the credentials of a user
R | account.

Password:

Logon || Cancel |

Add Mew [ED ...

IED Definition

IED Name: | TESLA 4000-160617-01

TCP connects to TESLA and
retrieves information from the
unit to populate “Add New IED”

Comments:

Location: | Maconde
[ED Serial Mumber: | TESLA-4000-160617-01

screen.
Model: | TESLA w
Configuration: | TESLA 3000/4000 - 35 Channels  ~ “|[ED Name", “Comments” and
Plilon “Location” can be edit as per
Communication user’s application.
() Network Link (®) First IP Address (Port 401) | 192 . 168 . 100 . 80 |

(O Second P Address (Port 402) | 192 . 168 . 17 . 250 |

Use SOCKSS Proxy
Server [P: | . . . |

Port Mumber: | g

(®) Direct Serial Link Serial Link: |COM4Z ERLPhaze Mull Modem #2 w
Baud Rate: |3-B4Dﬂ e
() Modem Link Modem: No Modems Available w

Phone Number:

O Connect Through IED: k=
Port (Metwork, Serial and modem):| 7631 [ use defautt Port
| Add New Modem/Serial Link | Get Information From TESLA |

Folder placement
Recordings Folder:| C\Users\aoliveira\Documents\ERLPhase TESLA Control Par|| Browse ...
Configs Folder:| C\Users\acliveira\Documents\ERLPhase TESLA Control Par | Browse ... |

Save EDdeﬁn'rtiun| | Cancel |
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Modem Link

I Please follow the same instructions presented in the “Network Link” or “Direct Serial Link” sections.

Editing “Communication” Link and Connecting to a Configured TESLA Unit

Follow the steps shown below:

7

win TESLA Control Panel - [Main Menu]

File Help
B Hame Location ligdel Configuration
- Trends
-Continuous Recording TESLA 4000-160617-01  Macendo TESLA 3000/4000 - 36 Channels
- Settings

| Connect | | Edit | | Add New | | Delete |
—— Kk
| Main Menu I
TESLA Control Panel Current [ED: TESLA 4000-160617 Mot Connected
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Edit [ED ...

IED Definition

IED Name:
Comments:

Location; | Macende
[ED Serial Number: | TESLA-4000-160617-01
Model: | TESLA w

Configuration:| TESLA 3000/4000 - 35 Channels  ~

PMU Module: [+

Communicatien

(®) Network Link (®) First IP Address (Port 401) | 192 . 168 . 100 . 80 |
Ds.emndlpnddress(mnm2)| 192 . 188 . 17 . 250 |

[Juse SOCKSS Proxy

Server IP:| . . . | Se|eCt the
Pttt mer | o “Communication” link as
per physical
() Direct Serial Link Serial Link: | COM3: ERLPhaze Null Modem “ communication medium
Baud Rate: 38400 L

() Modem Link Modem: | No Modems Available v

Phone Number:
DCunnect Through IED: =

Port (Metwork, Serial and modem): |:| Uze default Port

| Add New Modem/Serial Link | Get Information From TESLA |

Folder placement

Recordings Folder:| C\Users\aoliveira\Documents\ERLPhase TESLA Control Par|| Browse ...
Configs Folder: | C\Users\aoliveira\Documents\ERLPhase\TESLA Control Par

Browse ... |

Save EDdeﬁn'rtiun| | Cancel |
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~ Name Locatien liodel

Configuration

TESLA 4000-160617-01 Macondo

Continuous Recording
e Settings

3000/4000 - 36 Channels

| Connect | Edit || Add New || Delete |

Main Menu I

TESLA Control Panel

Current [ED: TESLA 4000-160617 Mot Connected

yunt Mame and Password

Please enter an account name and pazsword to logon to the IED.

For this example, the following default
account is used for logon

Account Name: view

Password: view

Account Name:| view |

Password:

Enter the credentials of a user

account.

Logon H Cancel |
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Change Password Reminder

Itis recommended you change your password.

Mew Password:

Verify New Password:

Password does not match complexity rules

A password change reminder is
prompted to change the default
password of “view” account.
Strongly recommended.

OK

If changing default password is not
required.

I Since the default passwords of the default accounts are public, we strongly recommend changing
them before putting TESLA in service.

Change Password Reminder

It is recommended you change your password,

Mew Password: | "eee |

Werify New Password;

Type in the new password and
confirm it typing in a second time

| Cancel
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ntrol Panel - [Main Menu]

File Help

- |dentification Namg Location Model Configuration
ecords

- Corfiguration
Trends

- Corfiguration

- Continuous Recording
- Events

- Metering

- Communication

- Time:

- Settings

TESLA 4000-160617-01  Macondo TESLA 3000/4000 - 36 Channels

Menu as per the
roles associated
to the account
used to log in

Edit Add New Delete

Exit

Main Menu I

TESLA Control Panel Current [ED: TESLA 4000-16061) Connected
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Terminal User Interface (Ul) Service

The Terminal User Interface (Ul) is used for restoring the security configuration to factory default and for
retrieving the network configuration. It is accessed using a terminal emulation software such as HyperTerminal,
TeraTerm and is only available on the front USB port 450.

I Please refer to “ Setting up Computer for TESLA Communication” sections for details on configuring the
USB connection.

Network Configuration Recovery Utility (Port 401 IP Address)

This utility allows for viewing of the Port 401 IP Address, Network Mask and TCP port.
Follow the steps shown below:
I Connect TESLA 4000 (front USB-B Receptacle Port 450) to your computer using a USB cable.

I Establish a Terminal Emulator connection selecting the COM port associated to the USB connection.
(default baud rate of 115200).

COM3:1153200baud - Tera Term VT

File Edit Setup Contrel Window Help
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Enter a ‘?’ character and “Enter” to launch the network recovery utility.

COM3:115200baud - Tera Term VT

Eile Edit 5Setup Control Window Help
Welcome to ERLPhasze Terminal UI ”
Pleaze log on to view Port 481 configuration
login: |}
W

Log in using “service” account or any other account with similar roles.

I Please refer to “Cyber Security - Role Based Access Control (RBAC)” sections for details on roles, default
accounts and passwords.

200baud - Tera Term VT

File Edit Setup Control Window Help
~
Welcome to ERLFPhase Terminal UI
Pleaze log on to view Port 481 configuration
login: service
password: |
W

“Enter”.
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COM3:115200baud - Tera Term VT

File Edit Setup Control Window Help
A
Port 481 network configuration:
IF address: 192.168.1860.8A
Metwork mask: 255 2565525508
Control Panel port: Y631
||
W

Security Configuration Restoration to Factory Defaults

This utility enables security to be configured back to factory defaults.

Follow the steps shown below:

I Connect TESLA 4000 (front USB-B Receptacle Port 450) to your computer using a USB cable.

I Establish a Terminal Emulator connection selecting the COM port associated to the USB connection.
(default Baud Rate of 115200).

COM3:115200baud - Tera Term VT

File Edit 5Setup Control Window Help
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Enter a ‘# character to launch the utility which returns security configuration to factory defaults.

COM3:115200baud - Tera Term VT

Eile Edit Setup Control Window Help
Y
Welcome to ERLPhase Security UI
Thiz UI restores IED's security configuration to factory defaults.
Restoration process is protected by the Challenge—Response method.
Pleasze contact ERLPhase customer support to generate Response
for the Challenge szhown helow.
email: support@erlphase.com
prhone: 2084-477-8591
Current Challenge is: F.lruE—HR/H—ZHEz—ng'?—rGSn—lJIl.l-
Pleasze select one of the following options:
1. Enter Reszponse to restore security configuration.
2. Enter '+ to update Challenge.
2. Press 'Enter’' to exit.
i i
]

Email challenge string to ERLPhase to receive the challenge’s response

Email: support@erlphase.com
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After receiving the challenge’s response from ERLPhase, copy it from the message, paste it and then
“Enter”.

COM3:115200baud - Tera Term VT

click

Eile Edit 5Setup Control Window Help

Welcome to ERLPhase Security UI

Thiz UI restores IED's security configuration to factory defaults.
Restoration process is protected by the Challenge—Response method.
Pleaze contact ERLPhase customer support to generate Response

for the Challenge shown helow.

email: support@erlphase.com
phone: 284-477-A591

Current Challenge is: 'Dru2—XRA/H-ZHbz—grJ?—rGEn—-1JIv’

Pleaze select one of the following options:

1. Enter Hesponse to restore security configuration.
2. Enter '+' to update Challenge.

2. _Preza 'FEoter’ to _ewit

| “challenge’s response”

I Since the challenge strings are all created the same from the factory, we strongly recommend
changing it before putting TESLA in service.

For further details, please check TESLA manual.
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http://erlphase.com/downloads/manuals/TESLA_4000_manual.pdf

If you need any further assistance,
please contact

ERLPhase Customer Service at +1 204-477-0591
Or

support@erlphase.com

The specifications and product information contained in this document are subject to change without notice.
In case of inconsistencies between documents, the version at www.erlphase.com will be considered correct.
(D03711R1)
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